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$10,550.00 Requested City of Caliente

Submitted: 9/20/2024 1:55:45 PM (Pacific) 100 Depot Avenue Telephone 7757263131
Caliente, NV 89008 Fax

Project Contact United States Web cityofcaliente.com

Joseph Lamb EIN 88-6000186

jlamb@cityofcaliente.com City Manager UEI )

Tel: 7759623275 Craig Roisum SAM Expires
croisum@cityofcaliente.com

Additional Contacts

none entered

Pre-Application top

1. Is your organization one of the following types of entities?: County, municipality, city, town, township, local public authority, school district, special district,
intrastate district, council of government, regional government entity, agency or instrumentality of a local government, rural community, unincorporated town or
village, or other public entity, tribe, or authorized tribal organization.

¥ Yes

[J No

2. All funds granted under the State and Local Cybersecurity Grant Program must focus on managing and reducing systemic cyber risk. Does your project
proposal aid in achieving this goal? (If not, the project is not eligible for SLCGP funding).
¥ Yes

[J No

3. In order for your application to be considered, you must attend open meetings to testify in front of the Governor's Cybersecurity Task Force. This is a
requirement of the grant. If you do not send representation to the required meetings, your application will not be considered.

Meeting dates are to be determined and will be communicated to SLCGP applicants as soon as the dates are known.

[¥ 1 understand and agree.

4. All procurement is required to be compliant with Nevada Revised Statute (NRS) 333, PURCHASING: STATE and/or NRS 332, PURCHASING: LOCAL
GOVERNMENTS. Per FEMA legal opinion, locals may not use NRS 332.115 because it has been determined that NRS 332.115 is less restrictive than 2 C.F.R. Part
200. All procurement must be free and open competition. Applicants are also required to follow the socioeconomic steps in soliciting small and minority
businesses, women's business enterprises, and labor surplus area firms per 2 C.F.R. Part 200.321. All non-federal entities should also, to the greatest extent
practicable under a federal award, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States, per 2
C.F.R. Part 200.322. Any sole source procurement must be pre-approved in writing by the Division of Emergency Management (DEM) in advance of the
procurement.

You may view FEMA's written legal opinion on NRS 332.115, along with DEM's procurement policy and FEMA's contract provisions guide, in the "Resource Document"” tab.
[¥ 1 understand and agree.

5. Supplanting is prohibited under this grant. Supplanting occurs when a subapplicant reduces their own agency's funds for an activity because federal funds are
available (or expected to be available) to fund that same activity.

[¥ | attest that funding for this project does not currently exist within our agency's budget

6. Due to a cost share waiver for FY 2023 SLCGP, there is no cost share for this grant.
[¥ 1 understand and agree.

7. Each jurisdiction must complete its own application. The submitter of the grant application will be the recipient of funds. Without an application, DEM is unable to
issue a grant. Subgrantees may not pass through or subgrant funds to other agencies/organizations.
[¥I 1 understand and agree.

Application Questions top

1. Is this agency considered arural area (an area encompassing a population of less than 50,000 people)?

If your agency is not considered a rural area, but your project will support rural communities, select "No" and indicate in your narrative what percentage of your project will
directly benefit rural Nevadans.

¥ Yes
[ No

2. There are four (4) objectives for FY 2023 SLCGP. Please select the objective with which your project most closely aligns.

[ Objective 1: Develop and establish appropriate governance structures, including developing, implementing, or revising cybersecurity plans, to improve capabilities to respond
to cybersecurity incidents and ensure continuity of operations.

[] Objective 2: Understand their current cybersecurity posture and areas for improvement based on continuous testing, evaluation, and structured assessments.




lvI" Objective 3: Implement security protections commensurate with risk.
] Objective 4: Ensure organization personnel are appropriately trained in cybersecurity, commensurate with responsibility.

3. Please select which of the SLCGP program elements your project addresses.
Projects may align with more than one element.
[¥ 1. Manage, monitor, and track information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state, and
the information technology deployed on those information systems, including legacy information systems and information technology that are no longer supported by the
manufacturer of the systems or technology.

[¥ 2. Monitor, audit, and track network traffic and activity transiting or traveling to or from information systems, applications, and user accounts owned or operated by, or on behalf
of, the state or local governments within the state.

[¥ 3. Enhance the preparation, response, and resilience of information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local
governments within the state, against cybersecurity risks and cybersecurity threats.

] 4. Implement a process of continuous cybersecurity vulnerability assessments and threat mitigation practices prioritized by degree of risk to address cybersecurity risks and
cybersecurity threats on information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state.

[¥ 5. Ensure that the state or local governments within the state, adopt and use best practices and methodologies to enhance cybersecurity.

[ 6. Promote the delivery of safe, recognizable, and trustworthy online services by the state or local governments within the state, including through the use of the .gov internet
domain.

[J 7. Ensure continuity of operations of the state or local governments within the state, in the event of a cybersecurity incident, including by conducting exercises to practice
responding to a cybersecurity incident.

[] 8. Use the National Initiative for Cybersecurity Education (NICE) Workforce Framework for Cybersecurity developed by NIST to identify and mitigate any gaps in the
cybersecurity workforces of the state or local governments within the state, enhance recruitment and retention efforts for those workforces, and bolster the knowledge, skills,
and abilities of personnel of the state or local governments within the state, to address cybersecurity risks and cybersecurity threats, such as through cybersecurity hygiene
training.

[J 9. Ensures continuity of communication and data networks within the jurisdiction of the state between the state and local governments within the state in the event of an incident
involving those communications or data networks.

[ 10. Assess and mitigate, to the greatest degree possible, cybersecurity risks and cybersecurity threats relating to critical infrastructure and key resources, the degradation of
which may impact the performance of information systems within the jurisdiction of the state.

[J 11. Enhance capabilities to share cyber threat indicators and related information between the state, local governments within the state, and CISA.

[ 12. Leverage cybersecurity services offered by CISA. (See Question 12 for further details on these services.)

[J 13. Implement an information technology and operational technology modernization cybersecurity review process that ensures alignment between information technology and
operational technology cybersecurity objectives.

[J 14. Develop and coordinate strategies to address cybersecurity risks and cybersecurity threats. Local governments and associations of local governments within the state
should be consulted. Cybersecurity Planning Committees should also consider consulting neighboring entities, including adjacent states and countries.

[ 15. Ensure adequate access to, and participation in, cybersecurity services and programs by rural areas within the state.

[ 16. Distribute funds, items, services, capabilities, or activities to local governments.

4. Describe your project in detail.
What would you like to do? Why? How does this project improve cybersecurity protection for your agency?
Implementing Multi-Factor Authentication (MFA) can significantly enhance cybersecurity protection for the City of Caliente in several ways:

1. Enhanced Security: MFA adds an extra layer of security by requiring users to provide two or more verification factors to gain access to a resource such as an application, online
account, or VPN. This makes it much harder for attackers to gain access, even if they have compromised one factor (like a password).

2. Reduced Risk of Credential Theft: With MFA, even if an attacker manages to steal a user's password, they would still need the second factor (such as a mobile device or
biometric verification) to access the account. This greatly reduces the risk of unauthorized access.

3. Protection Against Phishing: MFA can help protect against phishing attacks. Even if a user inadvertently provides their credentials to a phishing site, the attacker will still need the
second factor to complete the login process.

4. Compliance with Regulations: Many regulatory frameworks and standards, such as GDPR, HIPAA, and NIST, recommend or require the use of MFA to protect sensitive data.
Implementing MFA can help your agency stay compliant with these regulations.

5. User Awareness and Training: Implementing MFA often comes with increased user awareness and training about cybersecurity best practices, which can further enhance overall
security posture.

6. Flexibility and Scalability: Modern MFA solutions are flexible and can be scaled to fit the needs of any organization, from small agencies to large enterprises. They can be
integrated with various systems and applications, providing comprehensive protection across the board.

5. How does your project align with the objective selected in Question 2?
Multi-Factor Authentication (MFA) implements security protections that are commensurate with risk by tailoring the level of security to the sensitivity of the data and the potential
impact of a security breach. Here's how it achieves this:

1. Risk-Based Authentication: MFA systems can adjust the authentication requirements based on the risk level of the login attempt. For example, if a login attempt is made from an
unusual location or device, the system can require additional verification steps.

2. Granular Access Control: MFA allows for more granular access control, ensuring that only authorized users can access sensitive information. This is particularly important for
protecting high-value assets and critical systems.

3. Adaptive Authentication: Some MFA solutions use adaptive authentication, which assesses the risk of each login attempt in real-time. Factors such as user behavior, device
health, and network security are analyzed to determine the appropriate level of authentication required.

4. Compliance with Security Policies: MFA helps organizations comply with internal security policies and external regulations that mandate strong authentication measures for
accessing sensitive data.

5. Mitigation of Credential-Based Attacks: By requiring multiple forms of verification, MFA significantly reduces the risk of credential-based attacks, such as phishing, brute force
attacks, and credential stuffing.

6. User Education and Awareness: Implementing MFA often involves educating users about the importance of security and the risks associated with their actions. This increased
awareness can lead to better security practices overall.

By aligning the level of authentication with the risk associated with the access request, MFA ensures that security measures are appropriately scaled to protect against potential
threats.

6. How does your project align with the program element(s) selected in Question 3?
Managing, Monitoring, and Tracking

1. Enhanced Security: MFA requires multiple forms of verification, making it difficult for unauthorized users to access systems, even if they have compromised one form of
authentication.

2. Protection Against Phishing and Credential Theft: By requiring additional authentication factors, MFA reduces the risk of account takeovers from phishing attacks or stolen
credentials.

3. Monitoring and Tracking: MFA can be integrated with monitoring tools to track login attempts and identify suspicious activities, aiding in quick detection and response to potential
security breaches.

4. Access Control: Ensures only authorized personnel can access sensitive information and systems, crucial for managing legacy systems with outdated security measures.




5. Compliance and Accountability: Helps meet regulatory requirements and provides an audit trail of access attempts, useful for compliance and accountability.
6. Support for Legacy Systems: Adds an additional layer of security to legacy systems, mitigating risks associated with outdated technology.

Enhancing Preparation, Response, and Resilience

1. Preparation: MFA strengthens the initial security posture by ensuring that only verified users can access critical systems and data. This preparation is crucial for defending
against potential cyber threats.

2. Response: In the event of a security incident, MFA helps contain the breach by preventing unauthorized access to other parts of the network. This limits the spread of the attack
and allows for a more effective response.

3. Resilience: MFA contributes to the overall resilience of information systems by providing an additional layer of defense. Even if one security measure fails, MFA ensures that
there are other barriers in place to protect against unauthorized access.

4. Phishing-Resistant: MFA, especially phishing-resistant methods, significantly reduces the likelihood of successful phishing attacks, which are common entry points for cyber
threats.

5. Continuous Improvement: By integrating MFA with other security measures, state and local governments can continuously improve their cybersecurity posture, adapting to new
threats and vulnerabilities as they arise.

By implementing MFA, the city better manage and secure their information systems while also enhancing their ability to prepare for, respond to, and recover from cybersecurity
threats. This dual approach ensures a robust defense against a wide range of cyber risks.

7. Describe, in detail, how, and by whom, the proposed project will be implemented.

Describe the process by which the project will be accomplished. Identify who (i.e., staff, contractor) will perform the work.

An on-stie contractor that is currently working with the City of Caliente will help draft SOW (Statement of Work) and implement a solution with Subject Matter Expert (SME). The SME
will be a remote engineer from the 3rd party vendor providing the service.

8. Describe, in a few sentences, the desired outcome(s) of your project.
All users will need MFA to authenticate and use City's resources and data. The City's personal information will be protected with another level of protection.

9. Management & Administration (M&A) costs are not being awarded for this grant, per the Governor's Cybersecurity Task Force. Please indicate your
understanding.

M&A costs are not operational costs but are necessary costs incurred in direct support of the grant, or as a consequence of the grant (i.e., financial management, reporting,
oversight of those involved in the operational aspects of the grant)

understood

10. Does this project require new construction, renovation, retrofitting, or modifications of an existing structure which would necessitate an Environmental
Planning and Historic Preservation (EHP) review?
EHP reviews are required for ANY project that disrupts the environment or a structure, including small things like putting nails in walls. Projects which require an EHP are
unallowable under SLCGP.

L1 Yes

¥ No

11. REQUIRED SERVICES AND MEMBERSHIPS: All SLCGP recipients and subrecipients are required to participate in a limited number of free services by the
Cybersecurity and Infrastructure Security Agency (CISA). For these required services and memberships, please note that participation is not required for
submission and approval of a grant but is a post-award requirement. --Cyber Hygiene Services-- Web Application Scanning is an “internet scanning-as-a-service.”
This service assesses the “health” of your publicly accessible web applications by checking for known vulnerabilities and weak configurations. Additionally, CISA
can recommend ways to enhance security in accordance with industry and government best practices and standards. Vulnerability Scanning evaluates external
network presence by executing continuous scans of public, static IPs for accessible services and vulnerabilities. This service provides weekly vulnerability reports
and ad-hoc alerts. To register for these services, email vulnerability_info@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services — SLCGP” to get
started. Indicate in the body of your email that you are requesting this service as part of the SLGCP. For more information, visit CISA’'s Cyber Hygiene Information
Page: https:/lwww.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services. --Nationwide Cybersecurity Review (NCSR)-- The NCSR is a free,
anonymous, annual self-assessment designed to measure gaps and capabilities of a SLT’s cybersecurity programs. It is based on the National Institute of
Standards and Technology Cybersecurity Framework and is sponsored by DHS and the MS-ISAC. Entities and their subrecipients should complete the NCSR,
administered by the MS-ISAC, during the first year of the award/subaward period of performance and annually. For more information, visit Nationwide
Cybersecurity Review (NCSR) https://www.cisecurity.org/ms-isac/services/ncsr (cisecurity.org).

[ Our agency is already participating in the Cyber Hygiene Services and Nationwide Cybersecurity Review (NCSR), either on our own or as a condition of FY 2022 SLCGP

[¥ Our agency has not yet signed up for the Cyber Hygiene Services or Nationwide Cybersecurity Review (NCSR), but understands we will be required to sign up for them if our

project is awarded

12. Is this project scaleable? Can any part of it be reduced or expanded? Describe the ways in which the project can be reduced or expanded, or the reasons why it
cannot.
This project is scalable to all department in the City of Caliente.

13. Provide the 5-digit zip code where the project will be executed.
The project location could be different than the sub-recipient address.
89008

14. Build or Sustain: Select "build" if this project focuses on starting a new capability, or the intent of the project is to close a capability gap. Select "sustain” if the
project strictly maintains a core capability at its existing/current level.

¥ Build

[] Sustain

15. Is this project shareable or deployable to other jurisdictions?

Select “Yes" if the project supports multiple jurisdictions (e.g., multiple cities). Select “No” if the project primarily supports a single entity.
[ Yes
¥ No

16. Please select all applicable planning, organization, equipment, training, and exercise (POETE) elements for which funding is being sought for this project.
Each selection should have an accompanying item in the line item detail budget table on the next tab

Planning - Development of policies, plans, procedures, mutual aid agreements, strategies, and other publications; also involves the collection and analysis of intelligence and
information

Organization - Individual teams, an overall organizational structure, and leadership at each level in the structure
Equipment - Equipment, supplies, and systems that comply with relevant standards
Training - Content and methods of delivery that comply with relevant training standards

Exercises - Hands-on activities which enhance knowledge of plans, allow members to improve their own performance, and identify opportunities to improve capabilities to
respond to real events

|

Oo®EO

Line Item Detail Budget top

PLANNING COSTS




Planning Cost Line ltem
Name Description

ORGANIZATION COSTS

Organizational Cost Line Item
Name Description

EQUIPMENT COSTS

Equipment | .

Line Item '
Clust Description Quantity
Name
MFA MFA 1
Vendor
Installation 10
Cost
Cryptokeys Key 15

Quantity Cost

Unit Describe how the purchase(s) within this element tie into the

project as described in the Application Questions section.

0 0.00
Unit Describe how the purchase(s) within this element tie into
Quantity Cost the project as described in the Application Questions
section.
$
$
$
$
$
$
$
$
$
$
$
$
$
$
0 $ 0.00
Describe
how the
purchase
(s) within How would
this Y nizati
. organization
Unit ?r:féntirg tie SUEEtR (e AEL Name - Search
Cost project as prole_ct if grant equipment-list to find AEL info
described funding was
in the reduced or
. .. discontinued?
Application
Questions
section.
$ Thisisthe  The city will
8,000.00 main item  have to pay for
for this the Firewall if
project. the grant
funding was
reduced. MFA
is essential to
doing business
now.
$ This will pay After the
180.00 for the installation, the
contractor to city will pay for
install the  the contractor
project. to maintain the
system.
$ 50.00 This key will The key could System, Remote Authentic
store users be generated
Onetime  on users smart
Password  phone, but not
number all users will
used in the allow the cell for
MFA City's usage.
process.

® B B PP

How would your organization sustain this project if
grant funding was reduced or discontinued?

How would your organization sustain this project if
grant funding was reduced or discontinued?

AEL Number - Search

https://www.fema.gov/grants/tools/authorized- https://www.fema.gov/grants/tools/authorized-

equipment-list to find AEL info

05AU-00-TOKN
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26 $

8,230.00 10,550.00

$
$
$
$
$
$
$

TRAINING COSTS

Training Line Item
Cost Name Description

Describe how the

$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
0 $ 0.00 $
0.00
EXERCISE COSTS
Exercise Line Item Unit

Cost Name Description Quantity Cost Total element tieinto t

@
R R e e R e R R R e R R ]

B e e e N R R R

o
©“
o
o
S
©»

0.00

Total 0 $0.00 $0.00

Document Uploads top
Documents Requested *
A-133 Audit (Most Current)
Travel Policy
Payroll Policy
Procurement Policy

Milestones
download template

Quantity éJ s: Total element tie into the project as described in the project if grant funding was reduced or
Application Questions section.

Describe how the purchase(s) within this

Application Questions section.

purchase(s) within this How would your organization sustain this Do you plan to coordinate this
training with the State Training

discontinued? Officer?

How would your organization sustain
he project as described in the this project if grant funding was reduced
or discontinued?

Do you plan to coordinate this
exercise with the State
Exercise Officer?

Required? Attached Documents *
o A-133
vl Travel Policy
I Payroll Policy

3]

Procurement Policy

[«

Milestones

* ZoomGrants™ is not responsible for the content of uploaded documents.

Application ID: 481958
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AV ITE TN ET (Y City Of Caliente
Project Name: [\I#A\
Project Funding Stream: FY 2023 SLCGP
Milestone Description*® Date of Expected Completion
Grant Writing and Approval 15-Oct
Project Planning: 15-Nov
Vendor Selection 1-Dec
Preparation: 10-Dec
Hardware and Software Procurement 31-Dec
Configuration and Setup 15-Jan
Training and Documentation 20-Jan
Implementation and Go-Live 1-Feb
Monitoring and Maintenance 15-Feb
Project Review and Closure 1-Mar

=
o

*Please add additional rows as necessary for your project
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$22,500.00 Requested City of Caliente
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Caliente, NV 89008 Fax

Project Contact United States Web cityofcaliente.com

Joseph Lamb EIN 88-6000186

jlamb@cityofcaliente.com City Manager UEI '

Tel: 7759623275 Craig Roisum SAM Expires

croisum@cityofcaliente.com

Additional Contacts
none entered

Pre-Application top

1. Is your organization one of the following types of entities?: County, municipality, city, town, township, local public authority, school district, special
district, intrastate district, council of government, regional government entity, agency or instrumentality of a local government, rural community,
unincorporated town or village, or other public entity, tribe, or authorized tribal organization.

¥ Yes

[J No

AAY

2. All funds granted under the State and Local Cybersecurity Grant Program must focus on managing and reducing systemic cyber risk. Does your project

proposal aid in achieving this goal? (If not, the project is not eligible for SLCGP funding).
¥ Yes
[] No

3. In order for your application to be considered, you must attend open meetings to testify in front of the Governor's Cybersecurity Task Force. This is a

requirement of the grant. If you do not send representation to the required meetings, your application will not be considered.
Meeting dates are to be determined and will be communicated to SLCGP applicants as soon as the dates are known.
¥ | understand and agree.

4. All procurement is required to be compliant with Nevada Revised Statute (NRS) 333, PURCHASING: STATE and/or NRS 332, PURCHASING: LOCAL

GOVERNMENTS. Per FEMA legal opinion, locals may not use NRS 332.115 because it has been determined that NRS 332.115 is less restrictive than 2 C.F.R.

Part 200. All procurement must be free and open competition. Applicants are also required to follow the socioeconomic steps in soliciting small and
minority businesses, women'’s business enterprises, and labor surplus area firms per 2 C.F.R. Part 200.321. All non-federal entities should also, to the

greatest extent practicable under a federal award, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in

the United States, per 2 C.F.R. Part 200.322. Any sole source procurement must be pre-approved in writing by the Division of Emergency Management
(DEM) in advance of the procurement.
You may view FEMA's written legal opinion on NRS 332.115, along with DEM's procurement policy and FEMA's contract provisions guide, in the "Resource
Document" tab.

[¥ 1 understand and agree.

5. Supplanting is prohibited under this grant. Supplanting occurs when a subapplicant reduces their own agency's funds for an activity because federal

funds are available (or expected to be available) to fund that same activity.
[¥l | attest that funding for this project does not currently exist within our agency's budget

6. Due to a cost share waiver for FY 2023 SLCGP, there is no cost share for this grant.
¥ | understand and agree.

7. Each jurisdiction must complete its own application. The submitter of the grant application will be the recipient of funds. Without an application, DEM is

unable to issue a grant. Subgrantees may not pass through or subgrant funds to other agencies/organizations.
[¥ 1 understand and agree.

Application Questions top

1. Is this agency considered arural area (an area encompassing a population of less than 50,000 people)?

If your agency is not considered a rural area, but your project will support rural communities, select “No" and indicate in your narrative what percentage of your project

will directly benefit rural Nevadans.
¥ Yes
[J No




2. There are four (4) objectives for FY 2023 SLCGP. Please select the objective with which your project most closely aligns.
[T Objective 1: Develop and establish appropriate governance structures, including developing, implementing, or revising cybersecurity plans, to improve capabilities to
respond to cybersecurity incidents and ensure continuity of operations.
[¥ Objective 2: Understand their current cybersecurity posture and areas for improvement based on continuous testing, evaluation, and structured assessments.
[T Objective 3: Implement security protections commensurate with risk.
[C1 Objective 4: Ensure organization personnel are appropriately trained in cybersecurity, commensurate with responsibility.

3. Please select which of the SLCGP program elements your project addresses.
Projects may align with more than one element.

[0 1. Manage, monitor, and track information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the
state, and the information technology deployed on those information systems, including legacy information systems and information technology that are no longer
supported by the manufacturer of the systems or technology.

[ 2. Monitor, audit, and track network traffic and activity transiting or traveling to or from information systems, applications, and user accounts owned or operated by, or
on behalf of, the state or local governments within the state.

¥ 3. Enhance the preparation, response, and resilience of information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local
governments within the state, against cybersecurity risks and cybersecurity threats.

[ 4. implement a process of continuous cybersecurity vulnerability assessments and threat mitigation practices prioritized by degree of risk to address cybersecurity
risks and cybersecurity threats on information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the
state.

[¥l 5. Ensure that the state or local governments within the state, adopt and use best practices and methodologies to enhance cybersecurity.

[ 6. Promote the delivery of safe, recognizable, and trustworthy online services by the state or local governments within the state, including through the use of the .gov
internet domain.

[C1 7. Ensure continuity of operations of the state or local governments within the state, in the event of a cybersecurity incident, including by conducting exercises to
practice responding to a cybersecurity incident.

[ 8. Use the National Initiative for Cybersecurity Education (NICE) Workforce Framework for Cybersecurity developed by NIST to identify and mitigate any gaps in the
cybersecurity workforces of the state or local governments within the state, enhance recruitment and retention efforts for those workforces, and bolster the knowledge,
skills, and abilities of personnel of the state or local governments within the state, to address cybersecurity risks and cybersecurity threats, such as through
cybersecurity hygiene training.

9. Ensures continuity of communication and data networks within the jurisdiction of the state between the state and local governments within the state in the event of an
incident involving those communications or data networks.

10. Assess and mitigate, to the greatest degree possible, cybersecurity risks and cybersecurity threats relating to critical infrastructure and key resources, the
degradation of which may impact the performance of information systems within the jurisdiction of the state.

11. Enhance capabilities to share cyber threat indicators and related information between the state, local governments within the state, and CISA.

12. Leverage cybersecurity services offered by CISA. (See Question 12 for further details on these services.)

13. Implement an information technology and operational technology modernization cybersecurity review process that ensures alignment between information
technology and operational technology cybersecurity objectives.

14. Develop and coordinate strategies to address cybersecurity risks and cybersecurity threats. Local governments and associations of local governments within the
state should be consulted. Cybersecurity Planning Committees should also consider consulting neighboring entities, including adjacent states and countries.

[¥l 15. Ensure adequate access to, and participation in, cybersecurity services and programs by rural areas within the state.
[[] 16. Distribute funds, items, services, capabilities, or activities to local governments.

4. Describe your project in detail.

What would you like to do? Why? How does this project improve cybersecurity protection for your agency?

The primary objective of this engagement is to conduct a thorough and nuanced gap analysis aimed at evaluating the current cybersecurity posture of the City in relation to
the standards set forth by the National Institute of Standards and Technology Cybersecurity Framework (NIST CSF V2).

Unlike traditional audit processes that often rely on a checklist

approach to identify compliance gaps, this engagement is designed to be much more dynamic and contextual. It leverages the expertise of a seasoned Chief Information
Security Officer (CISO) with extensive governance and technical background. This approach ensures that the analysis and subsequent recommendations are not only
aligned with the NIST CSF V2 but also tailored to the unique needs, priorities, and realities of City's business. The ultimate goal is to provide the city with a clear and
actionable roadmap that not only highlights areas of non-compliance but also offers prioritized, realistic,

and contextually relevant strategies for improvement, thereby enhancing the overall security posture and compliance with the NIST CSF V2.

5. How does your project align with the objective selected in Question 2?
Performing a NIST 2.0 cybersecurity assessment can significantly benefit the City in several ways:

1. Adopting Best Practices and Methodologies:

- Standardized Approach: NIST CSF 2.0 provides a standardized framework that helps organizations adopt best practices and methodologies for cybersecurity. This
ensures consistency and comprehensiveness in addressing cybersecurity risks.

- Guidance and Resources: The framework links to various resources and guidelines that help organizations implement effective cybersecurity measures.

2. Enhancing Preparation, Response, and Resilience:

- Risk Management: NIST CSF 2.0 helps organizations identify, assess, and manage cybersecurity risks more effectively. This proactive approach enhances their ability to
prepare for potential threats.

- Incident Response: The framework emphasizes the importance of detecting, responding to, and recovering from cybersecurity incidents. This ensures that state and local

governments can quickly address and mitigate the impact of cyber threats.

- Continuous Improvement: By defining clear metrics and performance indicators, NIST CSF 2.0 facilitates continuous improvement in cybersecurity practices. This ongoing
process helps organizations stay resilient against evolving threats.

Overall, adopting NIST CSF 2.0 helps the City create a robust cybersecurity posture, ensuring they are well-prepared to handle cybersecurity risks and threats effectively.

6. How does your project align with the program element(s) selected in Question 3?
Using the NIST Cybersecurity Framework (CSF) 2.0 to understand the City's current cybersecurity posture and identify areas for improvement involves several key steps:

1. Establish a Baseline:
- Current Profile: Start by creating a Current Profile that documents our organization's existing cybersecurity practices and controls. This helps in understanding where the
City currently stands.

2. Conduct Risk Assessments:

- Identify Risks: Use the framework to identify and assess cybersecurity risks. This involves evaluating potential threats and vulnerabilities that could impact your information
systems.

- Prioritize Risks: Rank the identified risks based on their potential impact and likelihood. This helps in focusing on the most critical areas first.

3. Continuous Testing and Evaluation:




- Regular Assessments: Perform regular assessments to test the effectiveness of your cybersecurity measures. This includes vulnerability assessments, penetration testing,
and security audits.
- Metrics and KPIs: Define and track key performance indicators (KPIs) and metrics to measure the City' cybersecurity posture over time.

4. Structured Assessments:

- Gap Analysis: Conduct a gap analysis to compare your Current Profile with the desired Target Profile. This helps in identifying areas where improvements are needed.
- Action Plans: Develop action plans to address the gaps identified. This includes implementing new controls, enhancing existing ones, and continuously monitoring
progress.

5. Continuous Improvement:
- Feedback Loop: Establish a feedback loop to continuously improve your cybersecurity practices. This involves regularly reviewing and updating your profiles, risk
assessments, and action plans based on new threats and changes in the environment.

By following these steps, The City can use the NIST CSF 2.0 to gain a comprehensive understanding of your cybersecurity posture and continuously improve its defenses
against evolving threats.

7. Describe, in detail, how, and by whom, the proposed project will be implemented.
Describe the process by which the project will be accomplished. Identify who (i.e., staff, contractor) will perform the work.
Scope of Work: The work will be done with City's personnel and Cybersecurity Consultant

1. Initial Consultation and Data Collection:

Objective: To establish a comprehensive baseline of Client's current cybersecurity landscape and practices within the organization.
Activities:

o Collection and review of existing cybersecurity policies, procedures, and documentation by city and consultant.

0 Assessment of the current security architecture, technologies in use, and any existing compliance reports or audits by consultant.
o Identification of critical assets, data flows, and protection mechanisms currently in place by city personnel.

2. Interviews with Key Personnel: (all by consultant)

Obijective: To gain in-depth insights into the operational, tactical, and strategic aspects of Client's cybersecurity efforts.
Activities:

o Conducting structured interviews with IT staff, security officers, executive management, and other relevant stakeholders.

o Discussions to understand the perceived versus actual security needs, concerns, and expectations from various departments.
o Gathering qualitative data on security culture, awareness, and stakeholder engagement in cybersecurity initiatives.

3. Technical and Process Evaluation: (by consultant)

Objective: To critically assess the alignment of Client's technical and procedural controls with the NIST CSF V2.
Activities:

o Evaluation of the effectiveness and coverage of current cybersecurity measures against the NIST CSF

V2 categories and subcategories.

o Assessment of the integration of cybersecurity practices into Client's daily operations and decision making processes.
o Identification of strengths, weaknesses, and potential areas for improvement in Client's cybersecurity framework.

4. Gap Analysis Execution: (Consultant)

Objective: To systematically identify and document gaps in compliance with the NIST CSF V2, prioritizing findings based on risk, impact, and business context.

Activities:

o Utilization of a detailed checklist aligned with NIST CSF V2 controls to methodically identify non compliance areas.

o Analysis of gaps to determine underlying causes, potential risks, and the impact on Client's security posture.

o Development of a prioritized list of recommendations for addressing identified gaps, taking into consideration Client's business objectives, resources, and risk tolerance.

8. Describe, in a few sentences, the desired outcome(s) of your project.
Expected Outcomes

A Comprehensive Gap Analysis Report: Documenting current compliance levels, identified gaps, and contextual analysis of the cybersecurity posture against the NIST CSF
V2.

Actionable Roadmap: A prioritized and realistic plan detailing steps to achieve and maintain compliance with the NIST CSF V2, including short-term fixes and long-term
strategic initiatives.

Enhanced Cybersecurity Posture: Through the implementation of the roadmap, Client will strengthen its defenses, reduce risk, and align more closely with NIST CSF V2
requirements, thereby enhancing its overall security and resilience against cyber threats.

9. Management & Administration (M&A) costs are not being awarded for this grant, per the Governor's Cybersecurity Task Force. Please indicate your
understanding.

M&A costs are not operational costs but are necessary costs incurred in direct support of the grant, or as a consequence of the grant (i.e., financial management,
reporting, oversight of those involved in the operational aspects of the grant)

understood

10. Does this project require new construction, renovation, retrofitting, or modifications of an existing structure which would necessitate an Environmental
Planning and Historic Preservation (EHP) review?
EHP reviews are required for ANY project that disrupts the environment or a structure, including small things like putting nails in walls. Projects which require an EHP
are unallowable under SLCGP.

[ ves

¥ No

11. REQUIRED SERVICES AND MEMBERSHIPS: All SLCGP recipients and subrecipients are required to participate in alimited number of free services by
the Cybersecurity and Infrastructure Security Agency (CISA). For these required services and memberships, please note that participation is not required
for submission and approval of a grant but is a post-award requirement. --Cyber Hygiene Services-- Web Application Scanning is an “internet scanning-as-
a-service.” This service assesses the “health” of your publicly accessible web applications by checking for known vulnerabilities and weak configurations.
Additionally, CISA can recommend ways to enhance security in accordance with industry and government best practices and standards. Vulnerability
Scanning evaluates external network presence by executing continuous scans of public, static IPs for accessible services and vulnerabilities. This service
provides weekly vulnerability reports and ad-hoc alerts. To register for these services, email vulnerability_info@cisa.dhs.gov with the subject line
“Requesting Cyber Hygiene Services — SLCGP” to get started. Indicate in the body of your email that you are requesting this service as part of the SLGCP.
For more information, visit CISA’s Cyber Hygiene Information Page: https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services. --
Nationwide Cybersecurity Review (NCSR)-- The NCSR is a free, anonymous, annual self-assessment designed to measure gaps and capabilities of a SLT's
cybersecurity programs. It is based on the National Institute of Standards and Technology Cybersecurity Framework and is sponsored by DHS and the MS-
ISAC. Entities and their subrecipients should complete the NCSR, administered by the MS-ISAC, during the first year of the award/subaward period of
performance and annually. For more information, visit Nationwide Cybersecurity Review (NCSR) https://www.cisecurity.org/ms-isac/services/ncsr
(cisecurity.org).

] Our agency is already participating in the Cyber Hygiene Services and Nationwide Cybersecurity Review (NCSR), either on our own or as a condition of FY 2022

SLCGP




I¥l Our agency has not yet signed up for the Cyber Hygiene Services or Nationwide Cybersecurity Review (NCSR), but understands we will be required to sign up for them
if our project is awarded

12. Is this project scaleable? Can any part of it be reduced or expanded? Describe the ways in which the project can be reduced or expanded, or the
reasons why it cannot.
We can reduce the number of items in the NIST framework covered.

13. Provide the 5-digit zip code where the project will be executed.
The project location could be different than the sub-recipient address.
89008

14. Build or Sustain: Select "build" if this project focuses on starting a new capability, or the intent of the project is to close a capability gap. Select
"sustain” if the project strictly maintains a core capability at its existing/current level.

[+ Build

[ Sustain

15. Is this project shareable or deployable to other jurisdictions?

Select “Yes' if the project supports multiple jurisdictions (e.g., multiple cities). Select “No” if the project primarily supports a single entity.
[ ves
¥ No

16. Please select all applicable planning, organization, equipment, training, and exercise (POETE) elements for which funding is being sought for this
project.
Each selection should have an accompanying item in the line item detail budget table on the next tab
[ Planning - Development of policies, plans, procedures, mutual aid agreements, strategies, and other publications; also involves the collection and analysis of
intelligence and information
[I Organization - Individual teams, an overall organizational structure, and leadership at each level in the structure
] Equipment - Equipment, supplies, and systems that comply with relevant standards
[[J Training - Content and methods of delivery that comply with relevant training standards
[J Exercises - Hands-on activities which enhance knowledge of plans, allow members to improve their own performance, and identify opportunities to improve
capabilities to respond to real events

Line Item Detail Budget top

PLANNING COSTS

Planning Cost Describe how the purchase(s) within this How would your organization sustain this
9 Line Item Description  Quantity Unit Cost element tie into the project as described in the project if grant funding was reduced or
Application Questions section. discontinued?
NIST Assement NIST 2.0 Assessment 1 This is the main item for this project. The This is a great opportunity to have skilled auditor
18,900.00 assessment will set cybersecurity goals for the next ook at our systems. This could not be achieved
few years. easily with the City paying for it.
Remediation  Local contractor efforts to 20 180.00 This will pay for the city to help remediate the After the installation, the city will pay for a contractor
apply the assessment issues found after the vendor completed the to maintain the system.
results assessment.

21
19,080.00
ORGANIZATION COSTS
Organizational 1 e Unit Describe how the purchase(s) within this element tie How would your organization sustain this
Cost Name Description Quantity Cost into the project as described in the Application project if grant funding was reduced or

Questions section. discontinued?
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0 $ 0.00
EQUIPMENT COSTS
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how the
Fsl;rv?/ihtﬁisr? How would
this your
Equipment Li . element tie organ_lzatl_on AEL Name - Search
Cost ine It_en"_l Quantity Unit i (e sus_tam_thls
Name Description e project as ?rOJept I G equipment-list to find AEL info
described VI TS
in the rgducec_i o 2
Application discontinued?
Questions
section.
$
$
$
$
$
$
$
$
$
$
$
$
$
$
0 $
0.00
TRAINING COSTS
Training ey, Unit Describe how the purchase(s) within this

Cost Name Description

EXERCISE COSTS

Exercise Line Item
Cost Name Description

element tie into the project as described in

Quantity
Sest the Application Questions section.

8%%%%%%%%%%%%%%%

o

Describe how the purchase(s) within this
element tie into the project as described in
the Application Questions section.

. Unit
Quantity Cost

©»
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AEL Number - Search

How would your organization sustain
this project if grant funding was
reduced or discontinued?

How would your organization sustain
this project if grant funding was
reduced or discontinued?

https://www.fema.gov/grants/tools/authorized- https://www.fema.gov/grants/tools/authorized-
equipment-list to find AEL info

Do you plan to coordinate
this training with the State
Training Officer?

Do you plan to coordinate
this exercise with the State
Exercise Officer?




0 $ 0.00 $

0.00
Total 0 $0.00 $0.00
Document Uploads top
Documents Requested * Required? Attached Documents *
A-133 Audit (Most Current) &) A-133
Travel Policy &) travel
Payroll Policy &) Payroll
Procurement Policy ] procurement
Milestones ¥ Milestones

download template
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R ETGERI NIST Assesment
Project Funding Stream: FY 2023 SLCGP
Milestone Description*® Date of Expected Completion
Grant Writing and Approval 15-Oct
Project Planning: 15-Nov
Vendor Selection 1-Dec
Prepare for the Assessment: 10-Dec
Conduct the Assessment: 31-Dec
Monitoring and Maintenance 15-Jan
ulo)} Project Review and Closure 1-Mar

*Please add additional rows as necessary for your project
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Nevada Office of the Military, Division of Emergency Management

FFY 2023 State and Local Cybersecurity Grant Program (SLCGP)

Deadline: 9/27/2024

City of Caliente
SEIM Tool

$ 37,800.00 Requested
Submitted: 9/20/2024 1:51:31 PM (Pacific)

Project Contact

Joseph Lamb
jlamb@cityofcaliente.com
Tel: 7759623275

Additional Contacts
none entered

Pre-Application top

City of Caliente

100 Depot Avenue
Caliente, NV 89008
United States

City Manager
Craig Roisum
croisum@cityofcaliente.com

Email This Preview Save as PDF Print Close Window AAY

Jump to: Pre-Application Application Questions Line Item Detail Budget Document Uploads

Telephone 7757263131

Fax

Web cityofcaliente.com
EIN 88-6000186

UEI

SAM Expires

1. Is your organization one of the following types of entities?: County, municipality, city, town, township, local public authority, school district, special district,
intrastate district, council of government, regional government entity, agency or instrumentality of a local government, rural community, unincorporated town or
village, or other public entity, tribe, or authorized tribal organization.

¥ Yes

[J No

2. All funds granted under the State and Local Cybersecurity Grant Program must focus on managing and reducing systemic cyber risk. Does your project proposal
aid in achieving this goal? (If not, the project is not eligible for SLCGP funding).

¥ Yes

[ No

3. In order for your application to be considered, you must attend open meetings to testify in front of the Governor's Cybersecurity Task Force. This is arequirement
of the grant. If you do not send representation to the required meetings, your application will not be considered.
Meeting dates are to be determined and will be communicated to SLCGP applicants as soon as the dates are known.

[¥ 1understand and agree.

4. All procurement is required to be compliant with Nevada Revised Statute (NRS) 333, PURCHASING: STATE and/or NRS 332, PURCHASING: LOCAL
GOVERNMENTS. Per FEMA legal opinion, locals may not use NRS 332.115 because it has been determined that NRS 332.115 is less restrictive than 2 C.F.R. Part
200. All procurement must be free and open competition. Applicants are also required to follow the socioeconomic steps in soliciting small and minority businesses,
women's business enterprises, and labor surplus area firms per 2 C.F.R. Part 200.321. All non-federal entities should also, to the greatest extent practicable under a
federal award, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States, per 2 C.F.R. Part 200.322.
Any sole source procurement must be pre-approved in writing by the Division of Emergency Management (DEM) in advance of the procurement.
You may view FEMA's written legal opinion on NRS 332.115, along with DEM's procurement policy and FEMA's contract provisions guide, in the "Resource Document" tab.

[¥ 1understand and agree.

5. Supplanting is prohibited under this grant. Supplanting occurs when a subapplicant reduces their own agency's funds for an activity because federal funds are
available (or expected to be available) to fund that same activity.

[¥l 1 attest that funding for this project does not currently exist within our agency's budget

6. Due to a cost share waiver for FY 2023 SLCGP, there is no cost share for this grant.
[# I understand and agree.

7. Each jurisdiction must complete its own application. The submitter of the grant application will be the recipient of funds. Without an application, DEM is unable to
issue a grant. Subgrantees may not pass through or subgrant funds to other agencies/organizations.
[¥ 1understand and agree.

Application Questions top

1. Is this agency considered arural area (an area encompassing a population of less than 50,000 people)?

If your agency is not considered a rural area, but your project will support rural communities, select "No" and indicate in your narrative what percentage of your project will directly
benefit rural Nevadans.

¥ Yes

[J No

2. There are four (4) objectives for FY 2023 SLCGP. Please select the objective with which your project most closely aligns.

[¥] Objective 1: Develop and establish appropriate governance structures, including developing, implementing, or revising cybersecurity plans, to improve capabilities to respond to
cybersecurity incidents and ensure continuity of operations.

[J Objective 2: Understand their current cybersecurity posture and areas for improvement based on continuous testing, evaluation, and structured assessments.
[J Objective 3: Implement security protections commensurate with risk.
[J Objective 4: Ensure organization personnel are appropriately trained in cybersecurity, commensurate with responsibility.




3. Please select which of the SLCGP program elements your project addresses.
Projects may align with more than one element.
[¥I 1. Manage, monitor, and track information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state, and
the information technology deployed on those information systems, including legacy information systems and information technology that are no longer supported by the
manufacturer of the systems or technology.

[¥ 2. Monitor, audit, and track network traffic and activity transiting or traveling to or from information systems, applications, and user accounts owned or operated by, or on behalf
of, the state or local governments within the state.

[¥] 3. Enhance the preparation, response, and resilience of information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local
governments within the state, against cybersecurity risks and cybersecurity threats.

[ 4. Implement a process of continuous cybersecurity vulnerability assessments and threat mitigation practices prioritized by degree of risk to address cybersecurity risks and
cybersecurity threats on information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state.

[J 5. Ensure that the state or local governments within the state, adopt and use best practices and methodologies to enhance cybersecurity.

[J 6. Promote the delivery of safe, recognizable, and trustworthy online services by the state or local governments within the state, including through the use of the .gov internet
domain.

[J 7. Ensure continuity of operations of the state or local governments within the state, in the event of a cybersecurity incident, including by conducting exercises to practice
responding to a cybersecurity incident.

[J 8. Use the National Initiative for Cybersecurity Education (NICE) Workforce Framework for Cybersecurity developed by NIST to identify and mitigate any gaps in the
cybersecurity workforces of the state or local governments within the state, enhance recruitment and retention efforts for those workforces, and bolster the knowledge, skills, and
abilities of personnel of the state or local governments within the state, to address cybersecurity risks and cybersecurity threats, such as through cybersecurity hygiene training.

[C1 9. Ensures continuity of communication and data networks within the jurisdiction of the state between the state and local governments within the state in the event of an incident
involving those communications or data networks.

[] 10. Assess and mitigate, to the greatest degree possible, cybersecurity risks and cybersecurity threats relating to critical infrastructure and key resources, the degradation of
which may impact the performance of information systems within the jurisdiction of the state.

[J 11. Enhance capabilities to share cyber threat indicators and related information between the state, local governments within the state, and CISA.

[J 12. Leverage cybersecurity services offered by CISA. (See Question 12 for further details on these services.)

[J 13. Implement an information technology and operational technology modernization cybersecurity review process that ensures alignment between information technology and
operational technology cybersecurity objectives.

[J 14. Develop and coordinate strategies to address cybersecurity risks and cybersecurity threats. Local governments and associations of local governments within the state
should be consulted. Cybersecurity Planning Committees should also consider consulting neighboring entities, including adjacent states and countries.

[¥l 15. Ensure adequate access to, and participation in, cybersecurity services and programs by rural areas within the state.

[J 16. Distribute funds, items, services, capabilities, or activities to local governments.

4. Describe your project in detail.
What would you like to do? Why? How does this project improve cybersecurity protection for your agency?

The City needs a security monitoring and log management platform or SEIM. This tool should include network visibility, host visibility, intrusion detection honeypots, log management,
and case management.

A Security Information and Event Management (SIEM) system is a cybersecurity solution that helps organizations detect, analyze, and respond to security threats in real-time. SIEM
systems combine two key functions:

1. Security Information Management (SIM): This involves collecting and managing security-related data from various sources.
2. Security Event Management (SEM): This focuses on analyzing and responding to security events and incidents.

By integrating these functions, SIEM systems provide a centralized view of an organization's security posture, enabling quick detection and response to potential threats. They are
essential for meeting compliance requirements and improving overall security operations.

This tool will help in the following ways:

Threat Hunting and Log Management Tool (SEIM) protects businesses through a multi-layered approach to cybersecurity, integrating various tools and techniques to provide
comprehensive security monitoring and threat detection. Here are some key ways it helps:

1. Intrusion Detection: SEIMs uses tools like Suricata and Zeek to monitor network traffic for suspicious activity and potential threats1.

2. Log Management: It centralizes and analyzes logs from various sources, making it easier to detect anomalies and investigate incidents2.

3. Threat Hunting: The platform includes tools for proactive threat hunting, allowing security teams to search for indicators of compromise (loCs) and other signs of malicious activity2.
4. Full Packet Capture: SEIMs can capture and store network traffic, providing detailed data for forensic analysis1.

5. Host Monitoring: SEIM can use the Elastic Agent and osquery to monitor host systems for signs of compromise.

6. User-Friendly Interfaces: The platform offers custom interfaces for alerts, dashboards, and case management, making it easier for security teams to manage and respond to
threats.

By integrating these tools and capabilities, SEIMs helps businesses detect, investigate, and respond to cybersecurity threats more effectively, thereby enhancing their overall security
posture.

5. How does your project align with the objective selected in Question 2?

SEIMs helps businesses develop and establish appropriate governance structures and cybersecurity plans through several key features and practices:

1. Comprehensive Monitoring and Detection: By integrating tools like Suricata, Zeek, and Elastic Agent, SEIMs provides continuous monitoring and detection of network and host
activities. This helps in identifying potential threats and vulnerabilities in real-time1.

2. Centralized Log Management: SEIM centralizes logs from various sources, making it easier to analyze and correlate data. This centralized approach supports the development of
effective incident response plans by providing a clear view of the security landscape2.

3. Threat Hunting and Forensics: The platform includes tools for proactive threat hunting and forensic analysis. This allows security teams to investigate incidents thoroughly and
develop strategies to prevent future occurrences.

4. Customizable Dashboards and Alerts: SEIM offers customizable dashboards and alerting mechanisms. These features enable organizations to tailor their monitoring and
response strategies to their specific needs, ensuring that critical incidents are detected and addressed promptly.

5. Training and Documentation: SEIM provides extensive documentation and training resources. These resources help organizations understand how to implement and use the
platform effectively, ensuring that staff are well-prepared to respond to cybersecurity incidents.

By leveraging these features, SEIM helps entities establish robust governance structures and cybersecurity plans, enhancing their ability to respond to incidents and maintain
continuity of operations.

6. How does your project align with the program element(s) selected in Question 3?

1. A SEIM will Manage, monitor, and track information systems, applications, and user accounts owned by the City of Caliente.

2. This product will monitor, audit, and track network traffic and activity transiting or traveling to or from information systems, applications, and user accounts owned by the City. This
product will also be able to create raw network logs for analysis.

3. A SEIM will help in preparation, response, and resilience of information systems, applications, and user accounts owned by the city against cybersecurity risks and cybersecurity
threats. A Seim will have alerting (email) capabilities 24 hours 7 days a week.

7. Describe, in detail, how, and by whom, the proposed project will be implemented.

Describe the process by which the project will be accomplished. Identify who (i.e., staff, contractor) will perform the work.

This project will be implemented by a contractor under the guidance of the vendor. The City does not employ any permeant IT staff.

A SEIM will be a Virtual Machine which will be hosted on the City's Host server. There will need to be a mirror port setup on the switch to capture network traffic. There is also an
agent to get all the log files sent to the collector.




8. Describe, in a few sentences, the desired outcome(s) of your project.
The goal is 24/7/365 cybersecurity monitoring without the expense of a SOC (security operations Center)

9. Management & Administration (M&A) costs are not being awarded for this grant, per the Governor's Cybersecurity Task Force. Please indicate your
understanding.

M&A costs are not operational costs but are necessary costs incurred in direct support of the grant, or as a consequence of the grant (i.e., financial management, reporting,
oversight of those involved in the operational aspects of the grant)

understood

10. Does this project require new construction, renovation, retrofitting, or modifications of an existing structure which would necessitate an Environmental Planning
and Historic Preservation (EHP) review?
EHP reviews are required for ANY project that disrupts the environment or a structure, including small things like putting nails in walls. Projects which require an EHP are
unallowable under SLCGP.

O Yes

¥ No

11. REQUIRED SERVICES AND MEMBERSHIPS: All SLCGP recipients and subrecipients are required to participate in alimited number of free services by the
Cybersecurity and Infrastructure Security Agency (CISA). For these required services and memberships, please note that participation is not required for
submission and approval of a grant but is a post-award requirement. --Cyber Hygiene Services-- Web Application Scanning is an “internet scanning-as-a-service.”
This service assesses the “health” of your publicly accessible web applications by checking for known vulnerabilities and weak configurations. Additionally, CISA
can recommend ways to enhance security in accordance with industry and government best practices and standards. Vulnerability Scanning evaluates external
network presence by executing continuous scans of public, static IPs for accessible services and vulnerabilities. This service provides weekly vulnerability reports
and ad-hoc alerts. To register for these services, email vulnerability_info@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services — SLCGP” to get
started. Indicate in the body of your email that you are requesting this service as part of the SLGCP. For more information, visit CISA’s Cyber Hygiene Information
Page: https://lwww.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services. --Nationwide Cybersecurity Review (NCSR)-- The NCSR is a free,
anonymous, annual self-assessment designed to measure gaps and capabilities of a SLT's cybersecurity programs. It is based on the National Institute of
Standards and Technology Cybersecurity Framework and is sponsored by DHS and the MS-ISAC. Entities and their subrecipients should complete the NCSR,
administered by the MS-ISAC, during the first year of the award/subaward period of performance and annually. For more information, visit Nationwide Cybersecurity
Review (NCSR) https://www.cisecurity.org/ms-isac/services/ncsr (cisecurity.org).

1 Our agency is already participating in the Cyber Hygiene Services and Nationwide Cybersecurity Review (NCSR), either on our own or as a condition of FY 2022 SLCGP

[¥ Our agency has not yet signed up for the Cyber Hygiene Services or Nationwide Cybersecurity Review (NCSR), but understands we will be required to sign up for them if our

project is awarded

12. Is this project scaleable? Can any part of it be reduced or expanded? Describe the ways in which the project can be reduced or expanded, or the reasons why it
cannot.
We can reduce the amount support if needed.

13. Provide the 5-digit zip code where the project will be executed.
The project location could be different than the sub-recipient address.
89008

14. Build or Sustain: Select "build" if this project focuses on starting a new capability, or the intent of the project is to close a capability gap. Select "sustain" if the
project strictly maintains a core capability at its existing/current level.

[¥ Build

[] Sustain

15. Is this project shareable or deployable to other jurisdictions?

Select “Yes" if the project supports multiple jurisdictions (e.g., multiple cities). Select “No” if the project primarily supports a single entity.
[T Yes
[ No

16. Please select all applicable planning, organization, equipment, training, and exercise (POETE) elements for which funding is being sought for this project.
Each selection should have an accompanying item in the line item detail budget table on the next tab
[J Planning - Development of policies, plans, procedures, mutual aid agreements, strategies, and other publications; also involves the collection and analysis of intelligence and
information

Organization - Individual teams, an overall organizational structure, and leadership at each level in the structure
Equipment - Equipment, supplies, and systems that comply with relevant standards
Training - Content and methods of delivery that comply with relevant training standards

Exercises - Hands-on activities which enhance knowledge of plans, allow members to improve their own performance, and identify opportunities to improve capabilities to
respond to real events

O0O®RO

Line Item Detail Budget top

PLANNING COSTS
Planning Cost Line Item Quantity Unit Describe how the purchase(s) within this element tie into the How would your organization sustain this project if
Name Description Cost project as described in the Application Questions section. grant funding was reduced or discontinued?

0 0.00

ORGANIZATION COSTS




Organizational Cost Line Item
Description

Name

EQUIPMENT COSTS

Equipment

Line Item
Cost Description
Name
SEIM Log
Management
Server
Installation
Cost

TRAINING COSTS

Training Line Item
Cost Name Description

Quantity Unit Cost

1 $
36,000.00

10 $ 180.00

$
$
$
$
$
$
$
$
$
$
$
$
11 $

36,180.00

Quantity éjons':
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project as described in the Application Questions section.
$
$
$
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$
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$
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.00
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glement tie sustain this AEL Name - Search
It {3 roject if grant
project as proje 9 equipment-list to find AEL info
described funding was
. reduced or
in the - ;
- .. discontinued?
Application
Questions
section.
This isthe  This project SEIM
main item  could purchase
for this a solution
project. based on open-
source
software. If
need be, the

City can use the
free version.
However, the
free version is
missing
features key to
security, such
as email alerts.

This will pay After the

for the installation, the

contractor to city will pay for

install the  the contractor

project. to maintain the
system.

Describe how the purchase(s) within this
element tie into the project as described in the
Application Questions section.

Describe how the purchase(s) within this element tie into the How would your organization sustain this project if
grant funding was reduced or discontinued?

AEL Number - Search

05NP-00-SIEM

How would your organization sustain this
project if grant funding was reduced or
discontinued?

https://www.fema.gov/grants/tools/authorized- https://www.fema.gov/grants/tools/authorized-
equipment-list to find AEL info

Do you plan to coordinate this
training with the State Training
Officer?
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Describe how the purchase(s) within this How would your organization sustain this Do you plan to coordinate this
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[+ Procurement Policy
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YT IGETRNET EY City of Caliente
Project Name: §3[\Y/
Project Funding Stream: FY 2023 SLCGP
Milestone Description* Date of Expected Completion

Complete Grant Application

Define the scope of the SIEM implementation, including the number of data sources, required

integrations, and customizations 1-Nov
Conduct a thorough assessment of our current security infrastructure and identify gaps 15-Nov
Evaluate and select the appropriate SIEM solution that meets the City's needs 1-Dec
Install the SIEM software and configure it to collect data from various sources 15-Dec
Integrate the SIEM with existing security tools and systems 20-Dec
Conduct thorough testing to ensure the SIEM system is functioning correctly 15-Jan
Train the security team on how to use the SIEM system effectively 30-Jan
Officially launch the SIEM system and begin live monitoring 1-Feb
Regularly review and update SIEM rules and configurations to adapt to new threats 5-Feb
Complete Grant Project by documentation and closure of funds 15-Feb
Post Project Evaluation with Stakeholders 1-Mar
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Nevada Office of the Military, Division of Emergency Management

FFY 2023 State and Local Cybersecurity Grant Program (SLCGP)
Deadline: 9/27/2024

City of Caliente
Site-To-Site VPN

Jump to: Pre-Application Application Questions Line Item Detail Budget Document Uploads

croisum@cityofcaliente.com

Additional Contacts
none entered

Pre-Application top

Save as PDF Print

$ 4,800.00 Requested City of Caliente

Submitted: 9/20/2024 1:59:36 PM (Pacific) 100 Depot Avenue Telephone 7757263131
Caliente, NV 89008 Fax

Project Contact United States Web cityofcaliente.com

Joseph Lamb EIN 88-6000186

jlamb@cityofcaliente.com City Manager UEI )

Tel: 7759623275 Craig Roisum SAM Expires

Close Window

AAY

1. Is your organization one of the following types of entities?: County, municipality, city, town, township, local public authority, school district, special district,
intrastate district, council of government, regional government entity, agency or instrumentality of a local government, rural community, unincorporated town or
village, or other public entity, tribe, or authorized tribal organization.

¥ Yes

[J No

2. All funds granted under the State and Local Cybersecurity Grant Program must focus on managing and reducing systemic cyber risk. Does your project proposal
aid in achieving this goal? (If not, the project is not eligible for SLCGP funding).

¥ Yes

[ No

3. In order for your application to be considered, you must attend open meetings to testify in front of the Governor's Cybersecurity Task Force. This is arequirement
of the grant. If you do not send representation to the required meetings, your application will not be considered.
Meeting dates are to be determined and will be communicated to SLCGP applicants as soon as the dates are known.

[¥ 1understand and agree.

4. All procurement is required to be compliant with Nevada Revised Statute (NRS) 333, PURCHASING: STATE and/or NRS 332, PURCHASING: LOCAL
GOVERNMENTS. Per FEMA legal opinion, locals may not use NRS 332.115 because it has been determined that NRS 332.115 is less restrictive than 2 C.F.R. Part
200. All procurement must be free and open competition. Applicants are also required to follow the socioeconomic steps in soliciting small and minority businesses,
women's business enterprises, and labor surplus area firms per 2 C.F.R. Part 200.321. All non-federal entities should also, to the greatest extent practicable under a
federal award, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States, per 2 C.F.R. Part 200.322.
Any sole source procurement must be pre-approved in writing by the Division of Emergency Management (DEM) in advance of the procurement.
You may view FEMA's written legal opinion on NRS 332.115, along with DEM's procurement policy and FEMA's contract provisions guide, in the "Resource Document" tab.

[¥ 1understand and agree.

5. Supplanting is prohibited under this grant. Supplanting occurs when a subapplicant reduces their own agency's funds for an activity because federal funds are
available (or expected to be available) to fund that same activity.

[¥l 1 attest that funding for this project does not currently exist within our agency's budget

6. Due to a cost share waiver for FY 2023 SLCGP, there is no cost share for this grant.
[# I understand and agree.

7. Each jurisdiction must complete its own application. The submitter of the grant application will be the recipient of funds. Without an application, DEM is unable to
issue a grant. Subgrantees may not pass through or subgrant funds to other agencies/organizations.
[¥ 1understand and agree.

Application Questions top

1. Is this agency considered arural area (an area encompassing a population of less than 50,000 people)?

If your agency is not considered a rural area, but your project will support rural communities, select "No" and indicate in your narrative what percentage of your project will directly
benefit rural Nevadans.

¥ Yes

[J No

2. There are four (4) objectives for FY 2023 SLCGP. Please select the objective with which your project most closely aligns.

[J Objective 1: Develop and establish appropriate governance structures, including developing, implementing, or revising cybersecurity plans, to improve capabilities to respond to
cybersecurity incidents and ensure continuity of operations.

[J Objective 2: Understand their current cybersecurity posture and areas for improvement based on continuous testing, evaluation, and structured assessments.
[¥I Objective 3: Implement security protections commensurate with risk.
[J Objective 4: Ensure organization personnel are appropriately trained in cybersecurity, commensurate with responsibility.




3. Please select which of the SLCGP program elements your project addresses.
Projects may align with more than one element.
[¥I 1. Manage, monitor, and track information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state, and
the information technology deployed on those information systems, including legacy information systems and information technology that are no longer supported by the
manufacturer of the systems or technology.

[¥ 2. Monitor, audit, and track network traffic and activity transiting or traveling to or from information systems, applications, and user accounts owned or operated by, or on behalf
of, the state or local governments within the state.

[¥] 3. Enhance the preparation, response, and resilience of information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local
governments within the state, against cybersecurity risks and cybersecurity threats.

[ 4. Implement a process of continuous cybersecurity vulnerability assessments and threat mitigation practices prioritized by degree of risk to address cybersecurity risks and
cybersecurity threats on information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state.

[¥l 5. Ensure that the state or local governments within the state, adopt and use best practices and methodologies to enhance cybersecurity.

[J 6. Promote the delivery of safe, recognizable, and trustworthy online services by the state or local governments within the state, including through the use of the .gov internet
domain.

[J 7. Ensure continuity of operations of the state or local governments within the state, in the event of a cybersecurity incident, including by conducting exercises to practice
responding to a cybersecurity incident.

[J 8. Use the National Initiative for Cybersecurity Education (NICE) Workforce Framework for Cybersecurity developed by NIST to identify and mitigate any gaps in the
cybersecurity workforces of the state or local governments within the state, enhance recruitment and retention efforts for those workforces, and bolster the knowledge, skills, and
abilities of personnel of the state or local governments within the state, to address cybersecurity risks and cybersecurity threats, such as through cybersecurity hygiene training.

[C1 9. Ensures continuity of communication and data networks within the jurisdiction of the state between the state and local governments within the state in the event of an incident
involving those communications or data networks.

[] 10. Assess and mitigate, to the greatest degree possible, cybersecurity risks and cybersecurity threats relating to critical infrastructure and key resources, the degradation of
which may impact the performance of information systems within the jurisdiction of the state.

[J 11. Enhance capabilities to share cyber threat indicators and related information between the state, local governments within the state, and CISA.

[J 12. Leverage cybersecurity services offered by CISA. (See Question 12 for further details on these services.)

[J 13. Implement an information technology and operational technology modernization cybersecurity review process that ensures alignment between information technology and
operational technology cybersecurity objectives.

[J 14. Develop and coordinate strategies to address cybersecurity risks and cybersecurity threats. Local governments and associations of local governments within the state
should be consulted. Cybersecurity Planning Committees should also consider consulting neighboring entities, including adjacent states and countries.

[¥l 15. Ensure adequate access to, and participation in, cybersecurity services and programs by rural areas within the state.

[J 16. Distribute funds, items, services, capabilities, or activities to local governments.

4. Describe your project in detail.

What would you like to do? Why? How does this project improve cybersecurity protection for your agency?

Issue: The City Offices and the City Maintenance Department are operating on separate networks. The City Maintenance Department is currently using a home firewall that lacks
proper updates and maintenance. Additionally, there is no web filtering system in place for the City Maintenance Shop.

Resolution: Site-To-Site VPN

Site-to-site VPNs offer several cybersecurity benefits, making them a popular choice for organizations with multiple locations. Here are some key advantages:

1. Enhanced Data Security: Site-to-site VPNs use encryption to secure data as it travels between different sites. This ensures that sensitive information remains confidential and
protected from unauthorized access.

2. Secure Communication: By creating a secure, encrypted tunnel between networks, site-to-site VPNs prevent data interception and eavesdropping by malicious actors.

3. Simplified Resource Sharing: These VPNs allow for the secure sharing of resources such as file servers and databases across different locations without exposing them directly to
the internet.

4. Cost-Effective Network Expansion: Site-to-site VPNs can be a more cost-effective solution compared to traditional private networks, as they leverage existing internet connections
to securely connect different sites.

5. Operational Continuity: They support operational continuity by allowing employees to securely access the corporate network from remote locations, reducing potential downtime
during emergencies.

5. How does your project align with the objective selected in Question 2?
A site-to-site VPN can significantly enhance the ability to monitor, audit, and track network traffic and activity for state or local government systems in several ways:

1. Unified Network: By connecting the City Offices and the City Maintenance Department into a single, secure network, a site-to-site VPN ensures that all traffic between these
locations is encrypted and routed through a central point. This centralization simplifies monitoring and auditing.

2. Enhanced Security: The VPN encrypts data in transit, protecting it from interception and unauthorized access. This encryption ensures that sensitive information remains
confidential and secure, which is crucial for government operations.

3. Centralized Monitoring: With a unified network, IT administrators can use centralized tools to monitor and track all network traffic and activities. This centralization allows for more
efficient and comprehensive auditing and tracking of user activities, application usage, and data transfers.

4. Compliance and Reporting: A site-to-site VPN can help meet regulatory requirements by providing detailed logs and reports of network activity. These logs can be used for
compliance audits and to demonstrate adherence to security policies and regulations.

5. Improved Management: Centralized management of network security policies and updates becomes easier with a site-to-site VPN. IT staff can ensure that all connected sites
adhere to the same security standards and receive timely updates and patches.

6. Web Filtering: Implementing a site-to-site VPN allows for the deployment of web filtering solutions at a central point, ensuring that all traffic from the City Maintenance Department
is subject to the same web filtering policies as the City Offices.

By integrating these departments into a single, secure network, a site-to-site VPN provides a robust framework for monitoring, auditing, and tracking network activities, thereby

enhancing overall security and compliance.

6. How does your project align with the program element(s) selected in Question 3?
A site-to-site VPN can play a crucial role in enhancing the preparation, response, and resilience of information systems, applications, and user accounts against cybersecurity risks
and threats in several ways:

1. Secure Communication: By encrypting data transmitted between different sites, a site-to-site VPN ensures that sensitive information remains confidential and protected from
interception by malicious actors. This secure communication channel is essential for maintaining the integrity of government operations.

2. Centralized Security Management: A site-to-site VPN allows for centralized management of security policies and updates. IT administrators can enforce consistent security
measures across all connected sites, ensuring that all systems are up-to-date with the latest patches and security protocols.

3. Improved Incident Response: With a unified network, IT teams can quickly detect and respond to security incidents. Centralized monitoring tools can provide real-time alerts and
detailed logs, enabling faster identification and mitigation of threats.

4. Enhanced Resilience: A site-to-site VPN can improve network resilience by providing redundant connections between sites. In the event of a network failure at one site, traffic can
be rerouted through alternative paths, ensuring continuous operation and minimizing downtime.

5. Disaster Recovery: By connecting multiple sites, a site-to-site VPN facilitates robust disaster recovery plans. Data can be securely backed up and replicated across different




locations, ensuring that critical information is preserved and can be quickly restored in case of a cyberattack or other disaster.

6. Access Control: A site-to-site VPN can enforce strict access controls, ensuring that only authorized users and devices can connect to the network. This reduces the risk of
unauthorized access and helps protect sensitive government data.

7. Training and Preparedness: With a centralized network, it becomes easier to implement and manage cybersecurity training programs for employees. Regular training and
simulations can enhance the preparedness of staff to recognize and respond to cybersecurity threats.

By integrating these features, a site-to-site VPN significantly strengthens the overall cybersecurity posture of state or local government systems, making them more resilient against
potential risks and threats.

Does this explanation help? Feel free to ask if you have more questions!

7. Describe, in detail, how, and by whom, the proposed project will be implemented.

Describe the process by which the project will be accomplished. Identify who (i.e., staff, contractor) will perform the work.

A on-site contractor will collaborate with a remote engineer from the VPN vendor to configure a site-to-site VPN. This partnership ensures that the setup process is handled efficiently
and effectively, leveraging the on-site contractor's presence and the remote engineer's specialized expertise. Together, they will work to establish a secure and reliable connection
between the City Offices and the City Maintenance Department, enhancing the overall network infrastructure.

8. Describe, in a few sentences, the desired outcome(s) of your project.
The desired outcomes of the site-to-site VPN project include:

1. Enhanced Security: Establish a secure, encrypted communication channel between the City Offices and the City Maintenance Department to protect sensitive data from
unauthorized access and cyber threats.

2. Unified Network: Create a single, cohesive network that allows for seamless data sharing and collaboration between the two departments, improving overall operational efficiency.

3. Centralized Management: Enable centralized monitoring, auditing, and management of network traffic and security policies, ensuring consistent enforcement of security measures
across all connected sites.

4. Improved Incident Response: Facilitate quicker detection and response to security incidents through centralized monitoring tools and real-time alerts, minimizing potential damage
from cyber threats.

5. Increased Resilience: Enhance network resilience by providing redundant connections and robust disaster recovery capabilities, ensuring continuous operation and quick recovery
in case of network failures or cyberattacks.

6. Compliance: Ensure adherence to regulatory requirements by providing detailed logs and reports of network activity, aiding in compliance audits and demonstrating adherence to
security policies.

7. Web Filtering: Implement web filtering solutions to protect the City Maintenance Department from accessing malicious or inappropriate websites, thereby enhancing overall
network security.

These outcomes aim to strengthen the cybersecurity posture, operational efficiency, and resilience of the city's network infrastructure.

9. Management & Administration (M&A) costs are not being awarded for this grant, per the Governor's Cybersecurity Task Force. Please indicate your
understanding.

MG&A costs are not operational costs but are necessary costs incurred in direct support of the grant, or as a consequence of the grant (i.e., financial management, reporting,
oversight of those involved in the operational aspects of the grant)

understood

10. Does this project require new construction, renovation, retrofitting, or modifications of an existing structure which would necessitate an Environmental Planning
and Historic Preservation (EHP) review?
EHP reviews are required for ANY project that disrupts the environment or a structure, including small things like putting nails in walls. Projects which require an EHP are
unallowable under SLCGP.

[T Yes

¥ No

11. REQUIRED SERVICES AND MEMBERSHIPS: All SLCGP recipients and subrecipients are required to participate in alimited number of free services by the
Cybersecurity and Infrastructure Security Agency (CISA). For these required services and memberships, please note that participation is not required for
submission and approval of a grant but is a post-award requirement. --Cyber Hygiene Services-- Web Application Scanning is an “internet scanning-as-a-service.”
This service assesses the “health” of your publicly accessible web applications by checking for known vulnerabilities and weak configurations. Additionally, CISA
can recommend ways to enhance security in accordance with industry and government best practices and standards. Vulnerability Scanning evaluates external
network presence by executing continuous scans of public, static IPs for accessible services and vulnerabilities. This service provides weekly vulnerability reports
and ad-hoc alerts. To register for these services, email vulnerability_info@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services — SLCGP” to get
started. Indicate in the body of your email that you are requesting this service as part of the SLGCP. For more information, visit CISA’'s Cyber Hygiene Information
Page: https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services. --Nationwide Cybersecurity Review (NCSR)-- The NCSR is a free,
anonymous, annual self-assessment designed to measure gaps and capabilities of a SLT's cybersecurity programs. It is based on the National Institute of
Standards and Technology Cybersecurity Framework and is sponsored by DHS and the MS-ISAC. Entities and their subrecipients should complete the NCSR,
administered by the MS-ISAC, during the first year of the award/subaward period of performance and annually. For more information, visit Nationwide Cybersecurity
Review (NCSR) https://www.cisecurity.org/ms-isac/services/ncsr (cisecurity.org).

[ Our agency is already participating in the Cyber Hygiene Services and Nationwide Cybersecurity Review (NCSR), either on our own or as a condition of FY 2022 SLCGP

[¥] Our agency has not yet signed up for the Cyber Hygiene Services or Nationwide Cybersecurity Review (NCSR), but understands we will be required to sign up for them if our

project is awarded

12. Is this project scaleable? Can any part of it be reduced or expanded? Describe the ways in which the project can be reduced or expanded, or the reasons why it
cannot.
This project is not scalable since it is a point to point solution.

13. Provide the 5-digit zip code where the project will be executed.
The project location could be different than the sub-recipient address.
89008

14. Build or Sustain: Select "build" if this project focuses on starting a new capability, or the intent of the project is to close a capability gap. Select "sustain"” if the
project strictly maintains a core capability at its existing/current level.

[¥ Build

[] Sustain

15. Is this project shareable or deployable to other jurisdictions?

Select “Yes' if the project supports multiple jurisdictions (e.g., multiple cities). Select “No” if the project primarily supports a single entity.
[ Yes
¥l No

16. Please select all applicable planning, organization, equipment, training, and exercise (POETE) elements for which funding is being sought for this project.
Each selection should have an accompanying item in the line item detail budget table on the next tab
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Line Item Detail Budget top

PLANNING COSTS
Planning Cost Line Item
Name Description

Unit

Quantity -

Planning - Development of policies, plans, procedures, mutual aid agreements, strategies, and other publications; also involves the collection and analysis of intelligence and

Organization - Individual teams, an overall organizational structure, and leadership at each level in the structure

Equipment - Equipment, supplies, and systems that comply with relevant standards

Training - Content and methods of delivery that comply with relevant training standards

Exercises - Hands-on activities which enhance knowledge of plans, allow members to improve their own performance, and identify opportunities to improve capabilities to

How would your organization sustain this project if
grant funding was reduced or discontinued?

Describe how the purchase(s) within this element tie into the
project as described in the Application Questions section.

0 0.00
ORGANIZATION COSTS
Organizational Cost Line Item Quantit Unit Describe how the purchase(s) within this element tie into the How would your organization sustain this project if
Name Description Y Cost project as described in the Application Questions section.  grant funding was reduced or discontinued?
$
$
$
$
$
$
$
$
$
$
$
$
$
$
0 $0.00
EQUIPMENT COSTS
Describe
how the
purchase
(s) within How would
this Y anizati
. organization
Equipment  Line ltem ) Unit glement tie sustain this AEL Name - Search ) AEL Number - Search )
. Quantity into the R https://www.fema.gov/grants/tools/authorized- https://www.fema.gov/grants/tools/authorized-
Cost Name  Description Cost . project if grant ; ; S . . : : .
project as funding was equipment-list to find AEL info equipment-list to find AEL info
Qescrlbed reduced or
in the - ;
- .. discontinued?
Application
Questions
section.
Firewall/Router Firewall 1 $ 1Thisis the Currently, there Firewall, Network 05NP-00-FWAL
3,000.00 main item  is no funding to
for this enhance
project. security at this
location. This
location will
continue as is
with a home
firewall device.
Installation 10 $ This will pay After the
Cost 180.00 for the installation, the

contractor to city will pay for

install the  the contractor

project. to maintain the
system.




$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
11 $ $
3,180.00 4,800.00
TRAINING COSTS
Training Line item ) Unit Describe_ho_w the purchase(s) withir_1 this_ Hov_v Wo_uld your org_anization sustain this Dq you pl_an to coordinatg t_his
Cost Name Description Quantity Cost Total elemlezntyle into thg project as described in the prolect !f grant funding was reduced or training with the State Tra!nlng
Application Questions section. discontinued? Officer?
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
0 $ 0.00 $ 0
0.00
EXERCISE COSTS
Exercise Line ltem ) Unit Describe'hqw the purchase(s) Withip this Hovy unld your organization sustain this Do you plan tg coqrdinate this
CostName Description Quantity - Total element tie into the project as described in the  project if grant funding was reduced or exercise with the State
Application Questions section. discontinued? Exercise Officer?
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
0 $ 0.00 $ 0
0.00
Total 0 $0.00 $0.00 0
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A-133 Audit (Most Current)
Travel Policy
Payroll Policy
Procurement Policy

Milestones
download template
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& N/A

[~ Travel Policy
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AV ITE TN ET (Y City Of Caliente
L\ ET (=4 Site-toSite VPn
Project Funding Stream: FY 2023 SLCGP
Milestone Description*® Date of Expected Completion

Grant Writing and Approval 15-Oct
Project Planning: 15-Nov
Vendor Selection 1-Dec
Network Assessment 10-Dec
Hardware and Software Procurement 31-Dec
Configuration and Setup 15-Jan
Training and Documentation 20-Jan
Implementation and Go-Live 1-Feb
Monitoring and Maintenance 15-Feb
Project Review and Closure 1-Mar

=
o

*Please add additional rows as necessary for your project



























:f‘\ Nevada Division of Emergency Management / Homeland Security

g,: Prevent - Protect - Mitigate - Respond - Recover

Sole Source Request

Agency Name: City of Las Vegas Email Address:  clevering@lasvegasnevada.gov
Contact Name & Title: Carolyn Levering Phone Number: (702) 229-0313
Project Name/FFY/Funding Source: State and Local Cybersecurity Grant Program FFY 2023

VENDOR/CONTRACT INFORMATION

Vendor Name: Darktrace

Contact Name: Aimee Levan

Complete Address: 6100 Center Drive Suite 1200, Los Angeles, CA 90045

Email Address: aimee.levan@darktrace.com Phone: (323) 347-5587
s the a NEW CONTRACT: ves |0 NO

Contract Start Date: TBD Contract End Date: TBD

Estimated Value of this Contract: $649,704.00

Clearly and succinctly describe the Work/Services/Purchase:

Leveraging advanced Al technology, Darktrace passively observes network traffic, analyzing patterns and
behaviors to swiftly identify potential threats. Its continuous monitoring ensures comprehensive visibility into
all activities, enabling timely detection of suspicious or unauthorized actions. Darktrace's sophisticated
auditing capabilities offer detailed insights into network transactions, facilitating compliance with regulatory
requirements, such as tracking user access to sensitive data to ensure adherence to standards like GDPR
or HIPAA. In addition, Darktrace visibility can extend further than the network, reaching into SaaS, endpoint,
SIEM, and other coverage areas through integrations, allowing for the monitoring of traffic across various

iPer SAM 0326(8), a Sole Source Waiver is not required for computer software maintenance that consists of the foIIowmg |
-Ilcense agreements, right to download updates remotely and/or off-site technical support. This does not exempt an agencys
|from following any other processes that may be required (i.e., entries into NevadaEPro, agency specific approvals or|
-authorlzatlons etc.). .

Discribe the unique features or qualifications required of this vendor that are not available through other vendors:
Please refer to 2 CFR 200.320 Part C and NRS 333.300 for complete description

Per SAM 0326(8), a Sole Source Waiver is not required for computer software maintenance that consists
of the following: license agreements, right to download updates remotely and/or off-site technical support.

Per 2 CFR 200.320 Part ¢, noncompetitive procurement can be awarded if:

-- The item is available only from a single source;

-- The Federal awarding agency or pass-through entity expressly authorizes a noncompetitive procurement
in response to a written request from the non-Federal entity;

-- After solicitation of a number of sources, competition is determined inadequate.




Page 2 of 3 Sole Source Request

Were alternative Work/Services/Purchases evaluated? YES NO

If YES why were they not acceptable/If NO why were alternatives not evaluated and please be specific:

Per NRS 332.115.1(h), software for computers is eligible for competitive bidding exception. The original
2016 contract with Darktrace was awarded under a competitive bidding exception with the following
justification:

Darktrace is a sophisticated, proprietary and highly innovative security monitoring system that allows the
Information Technologies Department to monitor for advanced persistent threats (APTSs) to internal
computer and communications systems. This advanced system provides an elevated level of protection
to our critical infrastructure, which currently does not exist.

bl PR — Y e ~ [P, ~£ - PR -y | PP - gy | PRy . Py [P g PR | | PP [T - R I o

[]

Is this a 1 TIME PURCHASE: YES NO

If this request is for an ongoing project, describe in detail all dates and work/equipment to be completed:

Contract Execution 7/30/2024

Kick Off & Deployment Rollout Discussion 8/1/2024

Provide Ul & Customer Portal Access to Team 8/1/2024

Tuning & Tagging Session for Respond Capabilities (Phase 1: Passive Mode) 8/9/2024

Private Remote Training 8/15/2024

Tuning & Tagging Session for Respond Capabilities (Phase 2: Human Confirmation Mode) 8/22/2024
Unified View Successfully Sharing Threat Intel (Go Live) 9/19/2024

Tuning & Tagging Session for Respond Capabilities (Phase 3: Autonomous Mode) 9/26/2024

If this vendor has been used before, starting with the most recent contract, list the entire relationship:

Term
Short Discription Value Start Date End Date
Darktrace license agreement for security software $160,800 6/23/2016( 8/1/2020
Darktrace license expansion $423,261.77 3/22/2018(6/30/2022
Addition of Darktrace DETECT system for threat monitoring and response $107,000 3/29/2023(6/30/2025

By Signing below, | understand that this agreement will be terminated should any of the information provided be found
untrue.

City of Las Vegas, NV

Name of Agency Requesting a Sole Source Purchase

Carolyn Levering

Print Name of Authorized Agency Representative Initiating Request

6/26/2024

Signature of Authorized Agency Representative / Electric Signatures are Accepted Date

This Sole Source Request must be submitted by email with all pertinent backup documentation
Email Address for DHSGrants: DHSGrants@dem.nv.gov



Page 3 of 3 Sole Source Request

Additional Information:
For searching of State Contracts:

https://nevadaepro.com/bso/view/search/external/advancedSearchContractBlanket.xhtml?view=activeContracts

For Governmental Entities only: If you wish to use NevadaEPro for placing of orders with contracted vendors, please have your
purchasing department contact Gideon Davis at gkdavis@admin.nv.gov

P —"  — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — {—

| For DEM Use Only i

Vo o o o —  — — — — — — E— — — — — = = —"— " " " —"— " —" — " —— —— — —)

After reviewing all of the information contained in this Sole Source Request, | Approve / Deny this Sole Source
Request

Comments of Reviewer:

Print Name and Title of Authorized Agency Representative Reviewing this Reques

Signature of Autorized Agency Representative Date

F:\Shared\GRANTS SECTION\ALL GRANT YEARS\FORMS FOR ALL GRANT PROGRAMS Created 5/11/2022



[DTL1]

VT A\ ETNEYCity of Las Vegas
HOJEad\Elg Rl Dartrace - Unified View for Threat Intel

Project Funding Stream: FY 2023 SLCGP
Milestone Description* Date of Expected Completion

Contract Execution 7/30/2024
YAl Kick Off & Deployment Rollout Discussion 8/1/2024

Provide Ul & Customer Portal Access to Team 8/1/2024

Tuning & Tagging Session for Respond Capabilities (Phase 1: Passive

Mode) 8/9/2024

Private Remote Training 8/15/2024

Tuning & Tagging Session for Respond Capabilities (Phase 2: Human

Confirmation Mode) 8/22/2024

Unified View Successfully Sharing Threat Intel (Go Live) 9/19/2024

Tuning & Tagging Session for Respond Capabilities (Phase 3:

Autonomous Mode) 9/26/2024

Quarterly Executive Business Review 10/12/2024

Continued Conversations with Other Agencies Interested in Joining

Unified View 11/7/2024

Begin Phase 2 of Unified View 11/14/2024

Phase 1 of Unified View Completed 12/6/2024

*  These are the originally proposed milestone dates.

Based on date of award execution, milestone 1 will be completed
within 6 months; remaining milestones to follow in succession.

[DTL1]
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Nevada Office of the Military, Division of Emergency Management

FFY 2023 State and Local Cybersecurity Grant Program (SLCGP)
Deadline: 9/27/2024

City of Reno
Cloud Backup & On Premise Backup Assessment

Jump to: Pre-Application Application Questions Line Item Detail Budget Document Uploads

$ 299,736.00 Requested City of Reno

Submitted: 9/27/2024 3:37:43 PM (Pacific) PO Box 1900 Telephone  775-334-3105
Reno, NV 89505 Fax

Project Contact United States Web reno.gov

Mark Stone EIN 88-6000201

stonema@ reno.gov Director of Finance UEI TH74SE96JVC7

Tel: 7753343105 Vicki Van Buren SAM Expires

vanburenv@reno.gov
Additional Contacts
Phelpsa@reno.gov,hancockb@reno.gov

Pre-Application top

1. Is your organization one of the following types of entities?: County, municipality, city, town, township, local public authority, school district, special district,

intrastate district, council of government, regional government entity, agency or instrumentality of a local government, rural community, unincorporated town or

village, or other public entity, tribe, or authorized tribal organization.
¥ Yes
[ No

Email This Preview Save as PDF Print Close Window

AAY

2. All funds granted under the State and Local Cybersecurity Grant Program must focus on managing and reducing systemic cyber risk. Does your project proposal

aid in achieving this goal? (If not, the project is not eligible for SLCGP funding).
¥ Yes
[ No

3. In order for your application to be considered, you must attend open meetings to testify in front of the Governor's Cybersecurity Task Force. This is a requirement of

the grant. If you do not send representation to the required meetings, your application will not be considered.
Meeting dates are to be determined and will be communicated to SLCGP applicants as soon as the dates are known.
[ 1understand and agree.

4. All procurement is required to be compliant with Nevada Revised Statute (NRS) 333, PURCHASING: STATE and/or NRS 332, PURCHASING: LOCAL

GOVERNMENTS. Per FEMA legal opinion, locals may not use NRS 332.115 because it has been determined that NRS 332.115 is less restrictive than 2 C.F.R. Part 200.
All procurement must be free and open competition. Applicants are also required to follow the socioeconomic steps in soliciting small and minority businesses,
women’s business enterprises, and labor surplus area firms per 2 C.F.R. Part 200.321. All non-federal entities should also, to the greatest extent practicable under a
federal award, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States, per 2 C.F.R. Part 200.322. Any
sole source procurement must be pre-approved in writing by the Division of Emergency Management (DEM) in advance of the procurement.
You may view FEMA's written legal opinion on NRS 332.115, along with DEM's procurement policy and FEMA's contract provisions guide, in the "Resource Document" tab.

[¥ 1 understand and agree.

5. Supplanting is prohibited under this grant. Supplanting occurs when a subapplicant reduces their own agency's funds for an activity because federal funds are
available (or expected to be available) to fund that same activity.
[¥] 1 attest that funding for this project does not currently exist within our agency's budget

6. Due to a cost share waiver for FY 2023 SLCGP, there is no cost share for this grant.
[¥ 1 understand and agree.

7. Each jurisdiction must complete its own application. The submitter of the grant application will be the recipient of funds. Without an application, DEM is unable to
issue a grant. Subgrantees may not pass through or subgrant funds to other agencies/organizations.
[ 1 understand and agree.

Application Questions top

1. Is this agency considered arural area (an area encompassing a population of less than 50,000 people)?

If your agency is not considered a rural area, but your project will support rural communities, select "No" and indicate in your narrative what percentage of your project will directly
benefit rural Nevadans.

I Yes

¥ No

2. There are four (4) objectives for FY 2023 SLCGP. Please select the objective with which your project most closely aligns.

[J Objective 1: Develop and establish appropriate governance structures, including developing, implementing, or revising cybersecurity plans, to improve capabilities to respond to
cybersecurity incidents and ensure continuity of operations.

[J Objective 2: Understand their current cybersecurity posture and areas for improvement based on continuous testing, evaluation, and structured assessments.
[¥] Objective 3: Implement security protections commensurate with risk.
[J Objective 4: Ensure organization personnel are appropriately trained in cybersecurity, commensurate with responsibility.




3. Please select which of the SLCGP program elements your project addresses.
Projects may align with more than one element.
[J 1. Manage, monitor, and track information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state, and the
information technology deployed on those information systems, including legacy information systems and information technology that are no longer supported by the manufacturer
of the systems or technology.

[J 2. Monitor, audit, and track network traffic and activity transiting or traveling to or from information systems, applications, and user accounts owned or operated by, or on behalf of,
the state or local governments within the state.

[¥ 3. Enhance the preparation, response, and resilience of information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments
within the state, against cybersecurity risks and cybersecurity threats.

4. Implement a process of continuous cybersecurity vulnerability assessments and threat mitigation practices prioritized by degree of risk to address cybersecurity risks and
cybersecurity threats on information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state.

| 5. Ensure that the state or local governments within the state, adopt and use best practices and methodologies to enhance cybersecurity.

O

¥

[ 6. Promote the delivery of safe, recognizable, and trustworthy online services by the state or local governments within the state, including through the use of the .gov internet

domain.

[ 7. Ensure continuity of operations of the state or local governments within the state, in the event of a cybersecurity incident, including by conducting exercises to practice
responding to a cybersecurity incident.

[l

8. Use the National Initiative for Cybersecurity Education (NICE) Workforce Framework for Cybersecurity developed by NIST to identify and mitigate any gaps in the cybersecurity
workforces of the state or local governments within the state, enhance recruitment and retention efforts for those workforces, and bolster the knowledge, skills, and abilities of
personnel of the state or local governments within the state, to address cybersecurity risks and cybersecurity threats, such as through cybersecurity hygiene training.

[¥] 9. Ensures continuity of communication and data networks within the jurisdiction of the state between the state and local governments within the state in the event of an incident
involving those communications or data networks.

[¥ 10. Assess and mitigate, to the greatest degree possible, cybersecurity risks and cybersecurity threats relating to critical infrastructure and key resources, the degradation of
which may impact the performance of information systems within the jurisdiction of the state.

11. Enhance capabilities to share cyber threat indicators and related information between the state, local governments within the state, and CISA.
12. Leverage cybersecurity services offered by CISA. (See Question 12 for further details on these services.)

13. Implement an information technology and operational technology modernization cybersecurity review process that ensures alignment between information technology and
operational technology cybersecurity objectives.

14. Develop and coordinate strategies to address cybersecurity risks and cybersecurity threats. Local governments and associations of local governments within the state should
be consulted. Cybersecurity Planning Committees should also consider consulting neighboring entities, including adjacent states and countries.

15. Ensure adequate access to, and participation in, cybersecurity services and programs by rural areas within the state.
16. Distribute funds, items, services, capabilities, or activities to local governments.

oo o ogd

4. Describe your project in detail.
What would you like to do? Why? How does this project improve cybersecurity protection for your agency?
The City of Reno is seeking to assess our backup strategy and remediate any security holes.

We currently own a backup and recovery system for on premise servers, along with an additional security appliance. We believe the configuration of the current backup solution is not
immutable and may be at risk in the event of a cyber attack. Items such as multiple admin codes to make changes, encrypted backups, air gapped management interface, data
replication to failover site, and other items require configuration. We need an assessment and configuration assistance to ensure we are getting the best resilience out of our existing
on prem backup appliance.

The backup system also includes a security clean room appliance to validate a backup is free of malware before restoring is sitting unconfigured without the appropriate knowledge to
configure it.

In addition to strengthening our on premise environment we have no backup solution for our cloud environment, we currently only have the ability to restore from the native retention tools
and aren't considered to be comprehensive disaster recovery backups. This grant would allow us to implement a new backup solution for this environment that doesn't exist currently.

5. How does your project align with the objective selected in Question 2?

The City of Reno's current backup solution is sufficient for restoring individual files/directories that are deleted or a technical issue with an on premise server, but the configuration of the
appliance as it stands now is not air gapped and missing critical security controls and features. Without these protections in place the ability for an attacker to wipe out both the
backups and production systems in a wiper/ransomware scenario are far greater and may be forced into paying a ransomware if backups don't survive.

The same scenario can apply to our cloud tenant in the event an attacker gained elevated privileges to delete the data and configurations in the cloud with default retention functions.

This project allows us to be more resilient in the event of a cybersecurity attack and able to restore quicker than the alternative scenario of no backups to recover from. It also improves
the ability to ensure continuity of critical City operations such as Public Safety Dispatching for all Washoe County Citizens, Waste Water Treatment Facilities, and other critical
infrastructure.

6. How does your project align with the program element(s) selected in Question 3?

By implementing these 3 projects we are enhancing our preparation to any sort of attack by ensuring data is recoverable in an attack, which greatly increases our ability to respond and
recover in the event an attacker is successful. It also brings our backup solutions into line with industry best practices and with the knowledge other governments and incidents
responders are seeing in attacks that the backups are usually the first target to cripple before launching their main ransomware attack. Reno currently maintains the regional 911 CAD
system for all of Washoe County emergency services as well as Waste Water Treatment so ensuring quick recovery so communication for critical infrastructure between Reno,
Washoe, Sparks, UNR, RSIC, PLPT, Reno Airport, and TMWA is paramount.

7. Describe, in detail, how, and by whom, the proposed project will be implemented.

Describe the process by which the project will be accomplished. Identify who (i.e., staff, contractor) will perform the work.

Our Senior Cybersecurity Analyst along with our Senior Network Analyst and Network Analyst will work directly with the vender consultant/engineers to perform the assessment and
apply any recommended reconfigurations as well as bring the undeployed cyber recovery appliance online. Reno staff will also stand up the cloud backup solution, security hardening,
and data repository per vender best practices guides and the Senior Cybersecurity Analyst acting as the auditing oversight. Staff will dedicate their time to ensure all elements of this
strategy are implemented to completion.

8. Describe, in a few sentences, the desired outcome(s) of your project.

Backup solutions and security settings will be shored up or implemented that don't exist at all currently to greatly increase the likelihood of being able to survive an attack or critical
hardware/cloud failure. By the end of the project backup immutability, multiple admin codes required for overrides, backup MFA, and air gapping of the backup appliance will be
implemented to the fullest extent possible. Cloud backups that don't exist at all currently will be implemented and follow the same security best practices as the On Prem appliance
where ever possible.

9. Management & Administration (M&A) costs are not being awarded for this grant, per the Governor's Cybersecurity Task Force. Please indicate your understanding.
M&A costs are not operational costs but are necessary costs incurred in direct support of the grant, or as a consequence of the grant (i.e., financial management, reporting,
oversight of those involved in the operational aspects of the grant)

Understood

10. Does this project require new construction, renovation, retrofitting, or modifications of an existing structure which would necessitate an Environmental Planning
and Historic Preservation (EHP) review?
EHP reviews are required for ANY project that disrupts the environment or a structure, including small things like putting nails in walls. Projects which require an EHP are
unallowable under SLCGP.

I Yes

¥ No

11. REQUIRED SERVICES AND MEMBERSHIPS: All SLCGP recipients and subrecipients are required to participate in alimited number of free services by the
Cybersecurity and Infrastructure Security Agency (CISA). For these required services and memberships, please note that participation is not required for submission
and approval of agrant but is a post-award requirement. --Cyber Hygiene Services-- Web Application Scanning is an “internet scanning-as-a-service.” This service
assesses the “health” of your publicly accessible web applications by checking for known vulnerabilities and weak configurations. Additionally, CISA can recommend




ways to enhance security in accordance with industry and government best practices and standards. Vulnerability Scanning evaluates external network presence by
executing continuous scans of public, static IPs for accessible services and vulnerabilities. This service provides weekly vulnerability reports and ad-hoc alerts. To
register for these services, email vulnerability_info@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene Services — SLCGP” to get started. Indicate in the
body of your email that you are requesting this service as part of the SLGCP. For more information, visit CISA's Cyber Hygiene Information Page:
https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services. --Nationwide Cybersecurity Review (NCSR)-- The NCSR is a free, anonymous,
annual self-assessment designed to measure gaps and capabilities of a SLT's cybersecurity programs. It is based on the National Institute of Standards and
Technology Cybersecurity Framework and is sponsored by DHS and the MS-ISAC. Entities and their subrecipients should complete the NCSR, administered by the
MS-ISAC, during the first year of the award/subaward period of performance and annually. For more information, visit Nationwide Cybersecurity Review (NCSR)
https://www.cisecurity.org/ms-isac/services/ncsr (cisecurity.org).

[¥ Our agency is already participating in the Cyber Hygiene Services and Nationwide Cybersecurity Review (NCSR), either on our own or as a condition of FY 2022 SLCGP

[ Our agency has not yet signed up for the Cyber Hygiene Services or Nationwide Cybersecurity Review (NCSR), but understands we will be required to sign up for them if our

project is awarded

12. Is this project scaleable? Can any part of it be reduced or expanded? Describe the ways in which the project can be reduced or expanded, or the reasons why it
cannot.
There are three parts to our backup security enhancements. You can approve one, two or all three. They are not dependent on one another but each one compliments our strategy.

13. Provide the 5-digit zip code where the project will be executed.
The project location could be different than the sub-recipient address.
89501

14. Build or Sustain: Select "build" if this project focuses on starting a new capability, or the intent of the project is to close a capability gap. Select "sustain” if the
project strictly maintains a core capability at its existing/current level.

¥ Build

[] Sustain

15. Is this project shareable or deployable to other jurisdictions?

Select “Yes" if the project supports multiple jurisdictions (e.g., multiple cities). Select “No” if the project primarily supports a single entity.
I Yes
¥ No

16. Please select all applicable planning, organization, equipment, training, and exercise (POETE) elements for which funding is being sought for this project.
Each selection should have an accompanying item in the line item detail budget table on the next tab
[¥ Planning - Development of policies, plans, procedures, mutual aid agreements, strategies, and other publications; also involves the collection and analysis of intelligence and
information
[J Organization - Individual teams, an overall organizational structure, and leadership at each level in the structure
[¥ Equipment - Equipment, supplies, and systems that comply with relevant standards
I Training - Content and methods of delivery that comply with relevant training standards
[J Exercises - Hands-on activities which enhance knowledge of plans, allow members to improve their own performance, and identify opportunities to improve capabilities to respond
to real events

Line Item Detail Budget top

PLANNING COSTS

Planning Cost

How would your

Line Item Description Quantity Unit Cost Describe how the purchase(s) within this element tie into the project as organization sustain this

Name described in the Application Questions section. project if grant funding was
reduced or discontinued?

Cyber Recovery Configuration assistance of 1 30,000.00 This project will enhance our backup strategy which admittedly has some This is a one time need.
Appliance a security appliance. lacking security features configured. This cyber recovery appliance is sitting
Configuration unconfigured and unused. We need assistance in configuring it to industry

standard while utilizing all security features. Currently if we restored from

backup there is no way to validate the data is free from infection before

returning it to the prod environment.
Backup Solution  Security assessment/review 1 70,000.00 Our current backup solution hassecurity weaknesses and lacks critical This is a one time need.
Security of our current on premise hardening best practices along with unused security features. An assessment
Assessment backup solution. will give us a clear picture of those security gaps and allow the vendor and our

staff to work on remediation of those issues.

100,000.00

ORGANIZATION COSTS
Organizational Cost Line ltem Unit Describe how the purchase(s) within this element tie into the How would your organization sustain this project if

Name

Quantity Cost
$

Description project as described in the Application Questions section. grant funding was reduced or discontinued?

@B B B H BB




EQUIPMENT COSTS

Equipment
Cost
Name

Line Item

Description Quantity Unit Cost

Cloud
Backup
Solution

Backup 1 $
solution for 169,736.00
our cloud

environment.

Cloud
Backup
Storage

Storage 1
needed for

the cloud

backup

solution.

$
30,000.00

TRAINING COSTS

Training Line ltem
Cost Name Description

Quantity gon;:

$

$
$
$

Describe
how the
purchase
(s) within
this
element tie
into the
project as
described
in the
Application
Questions
section.

How would
your
organization
sustain this
project if grant
funding was
reduced or
discontinued?

Our main
cloud requested
environment through our

is not annual budget
currently process.
backed up.
Ifan
attacker
gained
access we
do not have
away to
recover
potential
data lass
and native
tools
Microsoft
tools do not
protect this
scenario.
This would
enhance our
backup
strategy as
a whole and
fillin a large
missing
element.
Cloud
Storage requested
bucket through our
required for annual budget
holding process.
backup files

that are

generated

by the

backup

application.

Describe how the purchase(s) within this
element tie into the project as described in the
Application Questions section.

AEL Name - Search

Funding will be Applications, SAAS

Funding will be Applications, SAAS

04AP-11-SAAS

04AP-11-SAAS

How would your organization sustain this
project if grant funding was reduced or
discontinued?

AEL Number - Search
https://www.fema.gov/grants/tools/authorized- https://www.fema.gov/grants/tools/authorized-

equipment-list to find AEL info equipment-list to find AEL info

Do you plan to coordinate this
training with the State Training
Officer?




$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
0 $ 0.00 $
0.00
EXERCISE COSTS
. . . Describe how th rch within thi How woul r organization in thi
(E:xermse i It_em Quantity i Total eIZ?\::enbtetieoint(t) tigLler((:Jjeacsteegz)destcribtedsin the proojectoilf'l(_;jrgr?tufu%giig V\?;sorezt:ifead otr °
ost Name Description Cost S ) h . .
Application Questions section. discontinued?
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
$ $
0 $ 0.00 $
0.00
Total 0 $0.00 $0.00
Document Uploads top
Documents Requested * Required? Attached Documents *
A-133 Audit (Most Current) & A-133 Audit
Travel Policy vl Travel Policy
Payroll Policy & Payroll Policy
Procurement Policy vl Procurement Policy

Purchasing Policy
Milestones
download template

&3]

Grant Milestones

Capabilities Assessment

* ZoomGrants™ is not responsible for the content of uploaded documents.

Application ID: 481533

erve
*ZoomGrants" and the ZoomGrants logo are trademarks of GrantAnalyst.com, LLC.
Logout | Browser

Do you plan to coordinate this

exercise with the State
Exercise Officer?




Vo TET RN ETI Y City of Reno

)[4l Bl EH Cloud Backup & On Premise Backup Assessment

L [T AT G T B (=L Bl FY 2023 SLCGP

Milestone Description*

Date of Expected Completion

O 0o NOULL D WN -

Project RFP 1/1/2025
On Premise Assessment Implementation 3/1/2025
Cloud Backup Implementation 3/1/2025
Security Appliance Configuration 3/1/2025
On Premise Assessment Review 4/1/2025
Cloud Backup Completion 4/15/2025
Security Appliance Complete 3/15/2025
On Premise Configuration Changes 4/7/2025
On Premise Complete 5/1/2025

=
o

*Please add additional rows as necessary for your project
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Nevada Office of the Military, Division of Emergency Management

FFY 2023 State and Local Cybersecurity Grant Program (SLCGP)
Deadline: 9/27/2024

Douglas County
Cloud Data Backup

Jump to: Pre-Application Application Questions Line Item Detail Budget Document Uploads

$ 82,500.00 Requested Douglas County
Submitted: 9/26/2024 3:42:05 PM (Pacific) 1594 Esmeralda Ave Telephone 0

Minden, NV 89423-0218 Fax 0
Project Contact United States Web https://www.douglascountynv.gov/
Debbie Swickard _ i ) ) EIN 88-6000031
dswickard@douglasnv.us Chief Financial Officer UEI ) KES5GF37F6F95
Tel: 775-782-9029 Kathy Lewis SAM Expires

klewis@douglasnv.us
Additional Contacts
pruggia@douglasnv.us,keaston@douglasnv.us,evelina.Burnett@iparametrics.com

Pre-Application top

1. Is your organization one of the following types of entities?: County, municipality, city, town, township, local public authority, school district, special district,
intrastate district, council of government, regional government entity, agency or instrumentality of a local government, rural community, unincorporated town or
village, or other public entity, tribe, or authorized tribal organization.

¥ Yes

[J No

2. All funds granted under the State and Local Cybersecurity Grant Program must focus on managing and reducing systemic cyber risk. Does your project
proposal aid in achieving this goal? (If not, the project is not eligible for SLCGP funding).
¥ Yes

[J No

3. In order for your application to be considered, you must attend open meetings to testify in front of the Governor's Cybersecurity Task Force. This is a
requirement of the grant. If you do not send representation to the required meetings, your application will not be considered.
Meeting dates are to be determined and will be communicated to SLCGP applicants as soon as the dates are known.

¥ I understand and agree.

4. All procurement is required to be compliant with Nevada Revised Statute (NRS) 333, PURCHASING: STATE and/or NRS 332, PURCHASING: LOCAL
GOVERNMENTS. Per FEMA legal opinion, locals may not use NRS 332.115 because it has been determined that NRS 332.115 is less restrictive than 2 C.F.R. Part
200. All procurement must be free and open competition. Applicants are also required to follow the socioeconomic steps in soliciting small and minority
businesses, women'’s business enterprises, and labor surplus area firms per 2 C.F.R. Part 200.321. All non-federal entities should also, to the greatest extent
practicable under a federal award, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States, per 2
C.F.R. Part 200.322. Any sole source procurement must be pre-approved in writing by the Division of Emergency Management (DEM) in advance of the
procurement.

You may view FEMA's written legal opinion on NRS 332.115, along with DEM's procurement policy and FEMA's contract provisions guide, in the "Resource Document" tab.
¥ I understand and agree.

5. Supplanting is prohibited under this grant. Supplanting occurs when a subapplicant reduces their own agency's funds for an activity because federal funds are
available (or expected to be available) to fund that same activity.

[¥l 1 attest that funding for this project does not currently exist within our agency's budget

6. Due to a cost share waiver for FY 2023 SLCGP, there is no cost share for this grant.
[¥ 1understand and agree.

7. Each jurisdiction must complete its own application. The submitter of the grant application will be the recipient of funds. Without an application, DEM is unable
to issue a grant. Subgrantees may not pass through or subgrant funds to other agencies/organizations.
¥ 1understand and agree.

Application Questions top

1. Is this agency considered a rural area (an area encompassing a population of less than 50,000 people)?

If your agency is not considered a rural area, but your project will support rural communities, select "No" and indicate in your narrative what percentage of your project will
directly benefit rural Nevadans.

¥ Yes
[J No

2. There are four (4) objectives for FY 2023 SLCGP. Please select the objective with which your project most closely aligns.

[] Objective 1: Develop and establish appropriate governance structures, including developing, implementing, or revising cybersecurity plans, to improve capabilities to respond
to cybersecurity incidents and ensure continuity of operations.

] Objective 2: Understand their current cybersecurity posture and areas for improvement based on continuous testing, evaluation, and structured assessments.




lvI" Objective 3: Implement security protections commensurate with risk.
[J Objective 4: Ensure organization personnel are appropriately trained in cybersecurity, commensurate with responsibility.

3. Please select which of the SLCGP program elements your project addresses.
Projects may align with more than one element.
[ 1. Manage, monitor, and track information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state, and
the information technology deployed on those information systems, including legacy information systems and information technology that are no longer supported by the
manufacturer of the systems or technology.

] 2. Monitor, audit, and track network traffic and activity transiting or traveling to or from information systems, applications, and user accounts owned or operated by, or on
behalf of, the state or local governments within the state.

[J 3. Enhance the preparation, response, and resilience of information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local
governments within the state, against cybersecurity risks and cybersecurity threats.

1 4. Implement a process of continuous cybersecurity vulnerability assessments and threat mitigation practices prioritized by degree of risk to address cybersecurity risks and
cybersecurity threats on information systems, applications, and user accounts owned or operated by, or on behalf of, the state or local governments within the state.

[ 5. Ensure that the state or local governments within the state, adopt and use best practices and methodologies to enhance cybersecurity.

] 6. Promote the delivery of safe, recognizable, and trustworthy online services by the state or local governments within the state, including through the use of the .gov internet
domain.

] 7. Ensure continuity of operations of the state or local governments within the state, in the event of a cybersecurity incident, including by conducting exercises to practice
responding to a cybersecurity incident.

[J 8. Use the National Initiative for Cybersecurity Education (NICE) Workforce Framework for Cybersecurity developed by NIST to identify and mitigate any gaps in the
cybersecurity workforces of the state or local governments within the state, enhance recruitment and retention efforts for those workforces, and bolster the knowledge, skills,
and abilities of personnel of the state or local governments within the state, to address cybersecurity risks and cybersecurity threats, such as through cybersecurity hygiene
training.

[¥ 9. Ensures continuity of communication and data networks within the jurisdiction of the state between the state and local governments within the state in the event of an
incident involving those communications or data networks.

[J 10. Assess and mitigate, to the greatest degree possible, cybersecurity risks and cybersecurity threats relating to critical infrastructure and key resources, the degradation of
which may impact the performance of information systems within the jurisdiction of the state.

[J 11. Enhance capabilities to share cyber threat indicators and related information between the state, local governments within the state, and CISA.

[J 12. Leverage cybersecurity services offered by CISA. (See Question 12 for further details on these services.)

[ 13. Implement an information technology and operational technology modernization cybersecurity review process that ensures alignment between information technology and
operational technology cybersecurity objectives.

[J 14. Develop and coordinate strategies to address cybersecurity risks and cybersecurity threats. Local governments and associations of local governments within the state
should be consulted. Cybersecurity Planning Committees should also consider consulting neighboring entities, including adjacent states and countries.

[J 15. Ensure adequate access to, and participation in, cybersecurity services and programs by rural areas within the state.

[ 16. Distribute funds, items, services, capabilities, or activities to local governments.

4. Describe your project in detail.

What would you like to do? Why? How does this project improve cybersecurity protection for your agency?

Evaluating and implementing cloud backups for a Microsoft 365 tenant, involves several steps to ensure data security, reliability, and compliance. Target the following areas:
exchange, sharepoint, onedrive and teams.

Search for a backup solution that will be compliant with CJIS, HIPAA. This provides improvement and remediation paths for data that resides in Microsoft 365.

5. How does your project align with the objective selected in Question 2?

Provides industry standard backups and immutable logs. Provides data security and business continuity in case of cybersecurity attacks, account compromises or data corruption.
Reliance on Microsoft 365 data is high and mission critical to continuity of service for all of our departments and County services. There's definite risk on relying on Microsoft to
safeguard data. There's no remediation or recovery when the account data is compromised and modified.

6. How does your project align with the program element(s) selected in Question 3?
Ensures the continuity of communication and data networks within the state's jurisdiction, facilitating reliable interaction between state and local governments during incidents that
impact these networks. Protection against malware, ransomware, internal threats and attacks, and solves regulatory compliance requirements.

7. Describe, in detail, how, and by whom, the proposed project will be implemented.

Describe the process by which the project will be accomplished. Identify who (i.e., staff, contractor) will perform the work.

Internal staff members will evaluate and pick software based on a search criteria that consists of: core functionality, usability, scalability, security, support and maintenance and
training. Once the decision is made on the backup solution, internal staff will work with the vendor to implement the solution.

8. Describe, in a few sentences, the desired outcome(s) of your project.
Will have cloud to cloud backups for our Microsoft 365 tenant. There will be an ability to backup all users, emails, files, chats. And an ability to recover in the event of a
cybersecurity attack. Additionally, have immutable logs which will safeguard the County from internal attack and unauthorized access.

9. Management & Administration (M&A) costs are not being awarded for this grant, per the Governor's Cybersecurity Task Force. Please indicate your
understanding.

M&A costs are not operational costs but are necessary costs incurred in direct support of the grant, or as a consequence of the grant (i.e., financial management, reporting,
oversight of those involved in the operational aspects of the grant)

| understand.

10. Does this project require new construction, renovation, retrofitting, or modifications of an existing structure which would necessitate an Environmental
Planning and Historic Preservation (EHP) review?
EHP reviews are required for ANY project that disrupts the environment or a structure, including small things like putting nails in walls. Projects which require an EHP are
unallowable under SLCGP.

I Yes

¥ No

11. REQUIRED SERVICES AND MEMBERSHIPS: All SLCGP recipients and subrecipients are required to participate in a limited number of free services by the
Cybersecurity and Infrastructure Security Agency (CISA). For these required services and memberships, please note that participation is not required for
submission and approval of a grant but is a post-award requirement. --Cyber Hygiene Services-- Web Application Scanning is an “internet scanning-as-a-service.”
This service assesses the “health” of your publicly accessible web applications by checking for known vulnerabilities and weak configurations. Additionally,
CISA can recommend ways to enhance security in accordance with industry and government best practices and standards. Vulnerability Scanning evaluates
external network presence by executing continuous scans of public, static IPs for accessible services and vulnerabilities. This service provides weekly
vulnerability reports and ad-hoc alerts. To register for these services, email vulnerability_info@cisa.dhs.gov with the subject line “Requesting Cyber Hygiene
Services — SLCGP” to get started. Indicate in the body of your email that you are requesting this service as part of the SLGCP. For more information, visit CISA’s
Cyber Hygiene Information Page: https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services. --Nationwide Cybersecurity Review (NCSR)--
The NCSR is a free, anonymous, annual self-assessment designed to measure gaps and capabilities of a SLT's cybersecurity programs. It is based on the
National Institute of Standards and Technology Cybersecurity Framework and is sponsored by DHS and the MS-ISAC. Entities and their subrecipients should
complete the NCSR, administered by the MS-ISAC, during the first year of the award/subaward period of performance and annually. For more information, visit
Nationwide Cybersecurity Review (NCSR) https://www.cisecurity.org/ms-isac/services/ncsr (cisecurity.org).

[ Our agency is already participating in the Cyber Hygiene Services and Nationwide Cybersecurity Review (NCSR), either on our own or as a condition of FY 2022 SLCGP

[¥I Our agency has not yet signed up for the Cyber Hygiene Services or Nationwide Cybersecurity Review (NCSR), but understands we will be required to sign up for them if our













9/27/24, 10:26 AM Mail - Amanda Jackson - Outlook

[5 Outlook

Re: OCDC - State and Local Cybersecurity Grant Program 2023 Application for Leftover Funds

From Evelina Burnett <Evelina.Burnett@iparametrics.com>
Date Fri 09/27/24 10:17 AM
To Amanda Jackson <amanda jackson@dem.nv.gov>

Cc  Swickard, Debbie <DSwickard@douglasnv.us>; Anjelicah Y. Garcia <a.garcia@dem.nv.gov>; DHSGrants
<DHSGrants@dem.nv.gov>; Peace Ruggia <pruggia@douglasnv.us>

WARNING - This email originated from outside the State of Nevada. Exercise caution when opening
attachments or clicking links, especially from unknown senders.
Good morning, Amanda - | just spoke with Peace, and he explained that the 2022 request was for

hardware/equipment for our data center. The current request is for software that would allow a cloud-to-cloud
backup of our Microsoft Office 365 data.

Please let us know if you need more details or if you have any other questions!
Evelina

From: Amanda Jackson <amanda.jackson@dem.nv.gov>

Sent: Friday, September 27, 2024 10:59 AM

To: Evelina Burnett <Evelina.Burnett@iparametrics.com>

Cc: Swickard, Debbie <DSwickard@douglasnv.us>; Anjelicah Y. Garcia <a.garcia@dem.nv.gov>; DHSGrants
<DHSGrants@dem.nv.gov>; Peace Ruggia <pruggia@douglasnv.us>

Subject: Re: OCDC - State and Local Cybersecurity Grant Program 2023 Application for Leftover Funds

Good morning,

| appreciate you all getting an application in! | just started reviewing it and | have one question to start:
How is the 2024 project different from the 2022 Backup Datacenter Environment project for which
Douglas County was awarded? Bear in mind, | am not a cybersecurity person, so to the trained eye they
might be completely different, I'm just not seeing it so | need some help! I've attached both applications
for convenience.

Thank you!

Amanda Jackson
Grants & Projects Analyst Il, Southern Nevada
Office Hours: Mon-Fri, 7:00am-4:00pm

https://outlook.office365.com/mail/inbox/id/AAQKADMWNDM3NTYzLTexMGUINGFkOC1iYTZmLTRhZDFKkOGU3YTU2YWAQABYNKOoKcQZBpUKyLzg...  1/6
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	City of Caliente - MFA on Desktop
	City of Caliente - NIST CSF v2.0 Gap Analysis
	City of Caliente - SEIM Tool
	City of Caliente - Site-To-Site VPN
	City of Las Vegas - Southern Nevada Cyber Defense Project
	City of Reno - Cloud Backup & On Premise Backup Assessment
	Douglas County - Cloud Data Backup
	Las Vegas Paiute Tribe - Cyber Posture Upgrade
	LVMPD - LVMPD Cyber Security Project FFY23
	Nevada Department of Agriculture - NDA Cyber Security Risk Gap Assessment
	Nevada Department of Taxation - Taxation log and alert enhancements
	Nevada Department of Transportation - NDOT Security Awareness and Role Specific Training for Cybersecurity
	Pahranagat Valley Volunteer Fire District - Ransomware Protected Backup
	Reno-Tahoe Airport Authority - Comprehensive Firewall Modernization and Enhancement
	University of Nevada Las Vegas - Planning for Statewide SOC_NV-ISAC
	Washoe County Sheriff's Office - Northern Nevada Cyber Center

	Agency Name: City of Las Vegas
	Email Address: clevering@lasvegasnevada.gov
	Contact Name  Title: Carolyn Levering
	Phone Number: (702) 229-0313
	Project NameFFYFunding Source: State and Local Cybersecurity Grant Program FFY 2023
	Vendor Name: Darktrace
	Vendor Contact Name: Aimee Levan
	Vendor Complete Address: 6100 Center Drive Suite 1200, Los Angeles, CA 90045
	Vendor Email: aimee.levan@darktrace.com
	Vendor Phone: (323) 347-5587
	YES: 
	NO: 
	Contract Start Date: TBD
	Contract End Date: TBD
	Estimated Value of this Contract: $649,704.00
	Yes_0: Yes
	No_0: Off
	Work/Service/Purchase Description: Leveraging advanced AI technology, Darktrace passively observes network traffic, analyzing patterns and behaviors to swiftly identify potential threats. Its continuous monitoring ensures comprehensive visibility into all activities, enabling timely detection of suspicious or unauthorized actions. Darktrace's sophisticated auditing capabilities offer detailed insights into network transactions, facilitating compliance with regulatory requirements, such as tracking user access to sensitive data to ensure adherence to standards like GDPR or HIPAA. In addition, Darktrace visibility can extend further than the network, reaching into SaaS, endpoint, SIEM, and other coverage areas through integrations, allowing for the monitoring of traffic across various platforms. Lastly, this solution does not only give visibility into this traffic, but gives actionable intel to security teams to understand what is going on in their environments. Administrators can utilize Darktrace to download packet captures, enabling detailed analysis of network traffic for forensic investigations. Darktrace can also provides comprehensive device summaries, offering insights into individual device status and behavior within the network. This level of granularity enables administrators to identify and address potential vulnerabilities, strengthening the overall network security posture. By providing these advanced capabilities, Darktrace equips state and local governments with the necessary tools to effectively monitor, manage, and secure their network infrastructure against evolving cyber threats.
	Unique features unavailable through other vendors: Per SAM 0326(8), a Sole Source Waiver is not required for computer software maintenance that consists of the following: license agreements, right to download updates remotely and/or off-site technical support.

Per 2 CFR 200.320 Part c, noncompetitive procurement can be awarded if:
-- The item is available only from a single source; 
-- The Federal awarding agency or pass-through entity expressly authorizes a noncompetitive procurement in response to a written request from the non-Federal entity; 
-- After solicitation of a number of sources, competition is determined inadequate.

	YES_1: 
	NO_1: 
	Yes_2: 
	No_2: 
	Short DiscriptionRow1: Darktrace license agreement for security software
	ValueRow1: $160,800
	Start Date End Date TermRow1: 6/23/2016
	Start Date End Date TermRow1_2: 8/1/2020
	Short DiscriptionRow2: Darktrace license expansion
	ValueRow2: $423,261.77
	Start Date End Date TermRow2: 3/22/2018
	Start Date End Date TermRow2_2: 6/30/2022
	Short DiscriptionRow3: Addition of Darktrace DETECT system for threat monitoring and response
	ValueRow3: $107,000
	Start Date End Date TermRow3: 3/29/2023
	Start Date End Date TermRow3_2: 6/30/2025
	Short DiscriptionRow4: 
	ValueRow4: 
	Start Date End Date TermRow4: 
	Start Date End Date TermRow4_2: 
	Short DiscriptionRow5: 
	ValueRow5: 
	Start Date End Date TermRow5: 
	Start Date End Date TermRow5_2: 
	Short DiscriptionRow6: 
	ValueRow6: 
	Start Date End Date TermRow6: 
	Start Date End Date TermRow6_2: 
	Short DiscriptionRow7: 
	ValueRow7: 
	Start Date End Date TermRow7: 
	Start Date End Date TermRow7_2: 
	Name of Agency Requesting a Sole Source Purchase: City of Las Vegas, NV
	Print Name of Authorized Agency Representative Initiating Request: Carolyn Levering
	Date: 6/26/2024
	Yes_1: Off
	AlterNo_1: Yes
	Alternative Evaluation: Per NRS 332.115.1(h), software for computers is eligible for competitive bidding exception. The original 2016 contract with Darktrace was awarded under a competitive bidding exception with the following justification:
Darktrace is a sophisticated, proprietary and highly innovative security monitoring system that  allows the Information Technologies  Department to monitor for advanced  persistent  threats   (APTs) to  internal  computer and  communications systems.   This advanced system provides  an elevated  level of protection to  our critical infrastructure, which currently does not exist.

Through   the   use   of   an   exclusive   behavioral    analysis   algorithm   and   by identification of anomalous  activity  in various network traffic types, this system is able  to  identify indicators  of  potential compromise, alerting  staff  to  take  the appropriate actions to mitigate the perceived threats.

Darktrace is unique among providers  of network monitoring tools,in  that it is one of the few vendors to offer  a machine-learning, behavior-based model to identify potential threats.  Other  vendors  rely  on  a library  of  known  threats,  so their threat-detection capability is limited by the completeness  and accuracy of the information in  their  library.   Rather  than  relying  on  a static  library  of  known threats, the Darktrace tool learns the behavior  of our network and then  provides alerting on any activity  that  appears to  be abnormal. This allows  the  system to provide  highly accurate data and identify potential threats  rapidly.

Several factors differentiate Darktrace from other network monitoring providers:

• They are a leader in Enterprise Immune System technology, which is a new category of cyber security technology  solutions. It is based on Bayesian mathematics developed  at the University  of Cambridge.
• They are a fairly  new  startup  company  which  is eager to  build  a market share  in  the   United   States,  and  therefore  are  offering  us  extremely attractive pricing in order to gain a presence in Las Vegas.
• They have a very unique  management team. Their experts have decades of experience in cyber defense for national  security in the US,UK and Canada.
 
• Their  data  capture  architecture is agnostic  to  data  format  type  and  can serve in traditional IT as well as operational technology (OT) environments. This means Darktrace  can be used for  both  the  city's  business network as well  as (potentially) the  SCADA network at  the  Water  Pollution Control Facility.

The  current CIO employed  Darktrace  in  his  past  agency, and  was  extremely satisfied   with   the   services   and   solution   provided.    The  system   accurately highlighted  several  critical  events  and  prevented  several  potential intrusions which could have disrupted vital computer and communications systems.

	Check Box8: Off
	Yes: Off
	Check Box10: Yes
	1 Time Purchase: Contract Execution 7/30/2024
Kick Off & Deployment Rollout Discussion 8/1/2024
Provide UI & Customer Portal Access to Team 8/1/2024
Tuning & Tagging Session for Respond Capabilities (Phase 1: Passive Mode) 8/9/2024
Private Remote Training  8/15/2024
Tuning & Tagging Session for Respond Capabilities (Phase 2: Human Confirmation Mode) 8/22/2024
Unified View Successfully Sharing Threat Intel (Go Live)  9/19/2024
Tuning & Tagging Session for Respond Capabilities (Phase 3: Autonomous Mode) 9/26/2024
Quarterly Executive Business Review  10/12/2024
Continued Conversations with Other Agencies Interested in Joining Unified View  11/7/2024
Begin Phase 2 of Unified View 11/14/2024
Phase 1 of Unified View Completed 12/6/2024
	Approve: 
	After reviewing all of the information contained in this Sole Source Request I: 
	Print Name and Title of Authorized Agency Representative Reviewing this Reques: 
	Date_2: 


