Office of Information Security

Established in NRS 242.080
Scope

The Office of Information Security is responsible for coordination
of security governance and processes within the Executive Branch
of State government.

Vision
The Office of Information Security is a proactive, collaborative

partner in building engagement, trust, and resilient security
management within the state.
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Office of Information Security

Mission
The Office of Information Security:

® Is a Center of Excellence, collaboratively developing and
managing the enterprise security program.

® Provides guidance for agency security programs, policy,
standards and best practices.

® Provides enterprise-level security tools and services.
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Values

Integrity — Keep your commitments, be honest and accountable
in your work and dealings with others, do what’s right even
when nobody is watching.

Excellence in Everything — Approach all tasks and activities with
excellence in mind, work to achieve more and perform better.

Innovation — Look for new solutions and services, new and
better ways to deliver services and support our partners.

Collaboration/Partnership — Seek new ways to work together,
embrace opportunities to collaborate and build trust, tear
down silos, understand each other’s goals, look for the
win/win.
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Security Governance — Management of State Security Program Policy,
Standards & Procedures

® Developed and approved through the State Information Security Committee
Integrated Risk Management Platform

Incident Response and Security Threat Intelligence

® Continuous monitoring via a managed SOC
Security Awareness Training
COOP and DR Planning/Consulting
Vulnerability Scanning and Penetration Testing
Physical Security — Nevada Card Access System (NCAS)

Establishes and maintains the enterprise vision, strategy and program to
ensure information assets and technology within the Executive Branch
are adequately protected.
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State Information Security Committee

Established in March 2001 under authority of NRS 242.101
Mission

® facilitate interaction between state departments, divisions,
boards, and commissions on identifying and addressing
information security related policies, standards, problems, and
issues

® serve as an advisory committee participating in development of
common information security policy and standards at the State
level, regardless of technology platform or agency size

® assist in promoting State level Information Security Standards
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